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Executive Summary

The countries in the Quadrilateral Security Dialogue (the Quad)
— Australia, India, Japan, and the United States — have the op-
portunity to shape the telecommunications ecosystem in the
Indo-Pacific so that key 5G and undersea cable infrastructure is
more secure, resilient, and open. There are six lines of effort the
Quad should pursue:

1. Public Diplomacy. The Quad members should have consis-
tent messaging on the geopolitical risks of using technology
from autocratic states.

2. Industry Collaboration. The Quad members should pool
resources to provide financial incentives for private sector
R&D, standard-setting, and digital infrastructure develop-
ment. The four governments should also work with the private
sector to craft an undersea cable strategy that addresses
the risks associated with Chinese firms and cable landing
sites in China.

3. Countering Coercion. The Quad members should provide
financial or diplomatic support to any Indo-Pacific country
that Beijing targets in response to forgoing Chinese tech-
nology purchases.

4. Government Financing. The Quad members should create
new infrastructure financing mechanisms for telecommuni-
cations infrastructure development throughout the Indo-Pa-
cific to provide a sustainable alternative to China’s Belt and
Road Initiative.

5. Monitoring and Security. The Quad members should set
up a joint monitoring system to safeguard the integrity of the
region’s subsea cable network.

6. Strengthening Legal Frameworks. The Quad members
should contribute to strengthening international laws to help
prevent both physical damage and cyberattacks on telecom-
munications networks, particularly subsea cables.

Introduction

China’s rapidly expanding role in the development of telecom-
munications technology and infrastructure across the Indo-Pa-
cific raises concerns about the future security of regional digital
ecosystems; the coercive power China will gain by controlling
these networks; and the impact on broader political trends in the
Indo-Pacific region.

There is growing recognition that a multilateral approach
is required to deal with the challenges stemming from
China’s growing digital influence.

The Quadrilateral Security Dialogue between Australia, Japan,
India and the United States (the Quad) is well placed to find solu-
tions to these complex geo-technological problems because of
each country’s strong commitment to maintaining an open, free,
transparent and rules-based order in the Indo-Pacific and the
Quad’s constructive approach to finding practical multilateral
solutions to international security challenges. As the Quad lead-
ers prepare to meet for the second time in 2021, it is clear that
dealing with the technology challenges from China should be
high on their agenda.

While there is a need for the Quad to examine the development of
emerging technologies — such as artificial intelligence, quantum
computing, 6G wireless technology, and biotechnology — this paper
explores opportunities for Quad cooperation specifically on 5G

wireless technology and subsea fibre-optic cables. The authors
chose to focus on 5G and subsea cables as these are sectors on
which the Quad countries have already begun collaboration and
that provide immediate prospects for tangible Quad cooperation.

Enhancing Quad cooperation on emerging technologies
requires building industry partnerships among
the four nations.

Bringing the public and private sectors of one country together
to identify technology solutions is a challenge in and of itself.
Managing to establish industry partnerships among four different
countries will be more challenging still. Yet bringing private in-
dustry from the four countries together to hammer out innovative,
efficient, and democratic solutions for maintaining free and open
technology ecosystems is urgently needed.

In addition to Quad coordination on critical technology issues, the
European Union, United Kingdom, and technologically advanced
nations and partners like South Korea and Taiwan will also play a
role in identifying, developing, and implementing solutions. This
paper, however, focuses specifically on the Quad nations and how
they can create public-private partnerships aimed at protecting
5G infrastructure and undersea fibre-optic cables. The recom-
mendations in this paper may serve as a template for how to ap-
proach challenges with other critical and emerging technologies.
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The 5G Challenge

Communications networks are the central nervous system of
modern society. The advent of 5G — fifth generation wireless net-
works — will make these technologies ever more essential and
prevalent. Higher data throughput and very low latency will make
a true Internet-of-Things feasible, connecting millions of devices
— from self-driving cars, thermostats, streetlights, wearable de-
vices and much more.' Connected devices will be woven into the
daily fabric of society meaning that opportunities for economic
growth and societal benefits will abound in a new digital reality.

Where there is opportunity, there is also risk. With 5G, there are
concerns over the ability of China’s authorities to conduct espi-
onage and data exfiltration via the equipment of Chinese firms
on networks in third countries. China has numerous laws that
compel Chinese firms to assist the government’s security and
intelligence efforts, including the 2015 National Security Law and
the 2021 Data Security Law." This is often the primary argument
for not having equipment from untrusted vendors such as Chinese
telecommunications firm Huawei on 5G networks. Such concerns
are not abstract worries, they are grounded in technical reality.

In April 2021, the Dutch newspaper De Volkskrant reported on a
risk assessment on Huawei commissioned in 2010 by KPN, the
largest telecommunications operator in the Netherlands. The
report’s findings were so damning that KPN avoided releasing
them for fear that the company wouldn'’t survive. Investigators of
the firm CapGemini, whom KPN commissioned to conduct the
assessment, determined that Huawei personnel had unfettered
access to KPN'’s network, could eavesdrop on all conversations,
knew which numbers were monitored by Dutch police and intelli-
gence services and had accessed the network core from China.’
Even more significantly, 5G networks are rapidly becoming part
of critical infrastructure by supporting most countries’ ability to
supply power, clean water, and transportation. The capacity of
Chinese authorities to shut down a 5G network means having the
capability to cripple infrastructure needed for the basic function-
ing of a society.” This is not a threat that can be diminished. In
assessing the threat posed by Huawei’s presence on Australian
communications networks the Australian Signals Directorate,
determined that even if it had “full and sole access to the source
code, full access to hardware schematics” and updates done
only in Australia, it could not fully mitigate the risk of shutdown
by Huawei.*

Viable 5G Options: Traditional Trusted Vendors
and Open-RAN

Excluding Huawei and other untrusted vendors" from supplying
5G network components leaves two alternatives.

Option one is buying equipment from the other established
hardware providers: Nokia of Finland, Ericsson of Sweden, and
Samsung of South Korea. There is appeal in doing so in that the
firms offer proven technology and have experience building out
and maintaining network infrastructure. A major drawback, how-
ever, is the inefficiencies of the telecom hardware industry: the
limited vendor pool constrains the ability of vendors to negotiate
on price and the general lack of interoperability between equip-
ment made by the three companies means that an operator has
“vendor lock-in”. Once you commit to one vendor it is typically
prohibitively expensive to change vendors within an equipment
generation (about 10 years).

Option two is adopting a technology alternative to hardware-dom-
inant 5G networks. This approach is wireless infrastructure built
on a modular architecture with open interfaces, often referred
to as open radio access networks (open-RAN). With this model,
many of the functions currently done by RAN hardware is con-
ducted by software, a process called network virtualisation. There
are several distinct advantages: greater vendor diversity, better
interoperability, supply chain resiliency, improved security, and
probable cost savings.’

Because the software industry’s barriers to entry are lower, new
entrants can be expected to enter the 5G service market, which is
projected to exceed $85 billion by 2024 at 31.9 percent compound
annual growth rate.® On a virtualised network, interoperability will
be vendoragnostic because every hardware and software com-
ponent must be compatible to function.

Greater vendor diversity and interoperability enhances the
overall resilience of the supply chain.

Security also benefits because the transparency associated with
open interfaces makes it easier to verify and monitor software
security compared to the traditional hardware that are “black
boxes” to its operators. Finally, greater competition and lower
software development costs should translate into lower prices.’

I. Latency is the amount of time it takes for a data packet to travel from sender to receiver and back.

II.  While the term ‘untrusted vendor’ is often used by American government officials, the 2018 joint statement by Australian officials on the
trustworthiness of telecommunications vendors stated it thusly: “The government considers that the involvement of vendors who are likely to
be subject to extrajudicial directions from a foreign government that conflict with Australian law, may risk failure by the carrier to adequately

protect a 5G network from unauthorised access or interference.”
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Some analysts caution that the timing and extent of these advan-
tages is not yet known. There is merit to some of these arguments,
particularly how significant the cost savings may be. Furthermore,
because open-RAN solutions are still coalescing, security mea-
sures still need to be defined and agreed upon. Improvements in
energy efficiency and performance in areas of high user density
(urban areas) are also needed to support large-scale rollouts.®

Quad 5G Open-RAN: Strengths and Challenges

The Quad countries are well-positioned to build and promote
5G open-RAN deployments in the Indo-Pacific and around the
world. Companies in Australia, India, Japan, and the United States
each bring to bear relevant capabilities and expertise. Japanese
and American firms in particular have the requisite technologies
and know-how. When combined with governmentled investment
mechanisms, the Quad could offer sustained support for the
development of secure, resilient, and open digital infrastructure
throughout the Indo-Pacific.’

Australia

Of the four countries, Australia has the least to offer from a tech-
nology standpoint at present. While the country has a mature
telecommunications market, few homegrown companies produce
equipment needed to build out networks. What Australia does
bring to the table is experience: a majority of Australians enjoy
5G coverage provided by the country’s three main carriers.”
The Australian experience with urban and rural rollouts will help
to inform best practices for 5G open-RAN rollouts in the region,
particularly in remote and geographically complex areas of the
Pacific. Australia also brings important cybersecurity testing
expertise to bear that can be used to address vulnerabilities
associated with growing network virtualisation.™

A further advantage Australia has is vast stretches of sparsely
populated land. These provide ideal test areas for remote-sens-
ing and remote-control applications of 5G networks.”” Australian
firms could therefore take a leading role in developing solutions
in areas such as weather, forestry, agriculture, and biodiversity
that would benefit less affluent countries in the Indo-Pacific.

India

India has potential to become a global technology leader in
telecommunications. While India lags its Quad peers in rollouts
of commercial 5G networks — the first will begin by early 2022 —
Indian telecommunications companies are keen to incorporate
open-RAN solutions.” India’s Department of Telecommunications
allocated a swath of spectrum in early June 2021 for Indian firms
to partner with non-Chinese firms on 5G trials." This momentum
and the country’s world-class software industry prime it for oppor-

tunities in developing open-RAN solutions. Several collaborations
with companies from Quad countries are underway.

The telecommunications services company Bharti Airtel is de-
veloping 5G network technologies, traditional and open-RAN,
independently and in partnership with Indian, American and
Japanese firms." Reliance Jio Platforms teamed up with US firm
Qualcomm Technologies to develop an open-RAN compliant 5G
architecture for network infrastructure in India.’® Expertise and
experience gained during these collaborations can contribute to
Indian firms’ efforts to become globally competitive in the sector.
To do so, however, India must alter its autarkic and protectionist
policies.

Prime Minister Modi’s economic philosophy Atamanirbhar Bharat
—typically translated as selfreliant India — is centered on the prem-
ise of limiting foreign firms’ access to India’s domestic market
while at the same time boosting domestic manufacturing and
services, and exports of Indian products. Beyond the inherent
contradictions in the two basic goals, this philosophy is at odds
with the kind of multilateral collaboration between governments
and private industry that is needed to craft and execute an ef-
fective Quad strategy on 5G.

Japan

Japan is at the forefront of 5G open-RAN deployments. The
company Rakuten is spearheading the world’s largest open-RAN
network and was on track to provide coverage to over 90 percent
of Japan’s population by mid-2021." Lessons learned from this
network rollout will provide valuable insight into opportunities,
challenges, and risks with widespread deployments elsewhere.
Other firms provide important expertise and connections as well.
NEC Corporation is a leading provider of open-RAN compliant
equipment and has launched a project with the UK government.18
Japanese operator NTT DoCoMo is part of a 12-company inter-
national partnership to accelerate open-RAN deployments.”
Leveraging such existing relationships could jumpstart a com-
prehensive Quad-centered effort.

The United States

US companies are among the world leaders in open-RAN tech-
nologies and would likely be the cornerstone of a broader Quad
strategy.20 American firms are already partnering with operators
around the world to develop and deploy relevant infrastructure.
Logically, these companies would be central to a burgeoning Quad
effort to address the digital divide in the Indo-Pacific. Technolog-
ical innovation by these firms to address concerns about current
open-RAN capabilities, such as for capacity and performance in
high user-density areas, will also be key. For example, the firm
Parallel Wireless claims it has developed technology suitable for
urban networks.”
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Addressing Digital Entanglement with China in
the Indo-Pacific

The Quad needs to create a 5G strategy with the goal of promot-
ing secure and digital infrastructure throughout the Indo-Pacific.
This requires making high-quality 5G networks available at com-
petitive prices and with greater vendor diversity. Networks based
on open-RAN architecture provide such flexibility. To make such
equipment affordable, government-backed investment offerings
and public-private partnerships will be needed.

Beyond competitive upfront pricing, an important value propo-
sition is providing jobs and training for the local population. Not
only does this give the customer country a larger vested interest
in the infrastructure investment, it offers the Quad the opportunity
to ensure that the applications these communications networks
enable, such as surveillance and smart cities, are used in ways
that comport with liberal democratic norms and values. The Quad
could use its nascent emerging technologies working group as
the initial forum to finetune the details for this strategy.

5G Collaboration Beyond the Quad

A Quad 5G telecommunications strategy should also feature a
broader multilateral engagement component. A larger group of
stakeholders would mean access to more technology, know-how,
and resources, and provide increased appeal and legitimacy to
efforts to disentangle the Indo-Pacific from Chinese technology
offerings. The European Union, South Korea, and the United
Kingdom would be common-sense partners for the Quad. Each
has distinct interests in the region and the European Union and
United Kingdom have specific regional strategies, both empha-
sising the kind of sustainable development that trustworthy digital
infrastructure investments bring.”

They each also feature growing support within government and
industry for open-RAN offerings for 5G. Five of Europe’s largest
mobile operators announced large-scale open-RAN rollouts
for 2022 and Nokia, one of the leading trusted vendors of tele-
communications equipment, is producing open-RAN compliant
equipment.” Similarly in South Korea, Samsung is providing equip-
ment compliant with open interfaces to Japanese operator NTT
DoCoMo, while Prime Minister Moon concluded an agreement
with US President Biden in May 2021 to jointly develop 5G and
6G network architectures using open-RAN technologies.* Open
interfaces feature prominently in the UK government’s 5G supply
chain diversification strategy and its leading operator Vodafone
is an advocate for open-RAN deployments in Europe.”
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The Quad and Undersea Cables

The Quad’s approach to terrestrial 5G networks should mesh with
its strategy for other critical global communications infrastructure.
Seabed cables are key links and of increasing importance in the
Indo-Pacific as parts of the region are becoming more integrated.
Beijing recognises the centrality of these cables and is expending
considerable resources to gain global market share.

China is aggressively pursuing undersea cable
construction across the globe to facilitate its ability to
gain control over increasing amounts of global data and
information flows.

Nearly 95 percent of intercontinental global data transmissions
rely on undersea cables. With global bandwidth demand growing
exponentially and expected to nearly double every two years,
the demand for undersea cable construction will also rise ac-
cordingly.26 While American companies like Google, Facebook,
Microsoft, and Amazon currently own or lease nearly half of the
global undersea bandwidth, China’'s Huawei Marine has built or
repaired nearly 100 of the world’s 400 undersea cables, including
dozens in Southeast Asia in the last few years.27 In 2020, following
US sanctioning of Huawei Technologies, the company divested
Huawei Marine, which is now majority-owned by another Chinese
firm, Hengtong Optic-Electric. Despite the divestment scheme,
Huawei Marine is still listed in the US Department of Commerce
“Entity List,” which restricts the sale of US goods and technology
to the company.28

In addition to restricting Huawei Marine’s access to US technology,
the United States is discouraging US companies from constructing
subsea cables links to China. While the most common reason for
subsea cable disruption remains fishing-related activities near
coastlines, there is growing concern about the potential for state
actors to target the cables for malicious activity. Last year, US
Federal Communications Commissioner Geoffrey Starks raised
concerns about Chinese control over subsea cables, especially
those connecting the United States and China, and cables that
are partially owned by Chinese state-owned companies.29 Starks
indicated a need to ensure subsea telecommunications infrastruc-
ture is trustworthy and that adversaries of the United States are
unable to sabotage the cables or intercept the information and
data being transmitted through them. Due to US government pres-
sure, Facebook backed out of a project to construct an undersea
fibre-optic cable from California to Hong Kong earlier this year. In
September 2020, Facebook withdrew from two other undersea
cable projects that would have connected the United States to
Hong Kong.” The US Department of Justice had recommended to
the Federal Communications Commission against the connections,
given Beijing’s recent crackdown in Hong Kong and last year’s
implementation of the Hong Kong National Security Law, which
gives China sweeping powers to tighten its grip on the region.

One of China’s most high-profile undersea cable projects, the
Pakistan and East Africa Connecting Europe (PEACE) cable, is

set to run over 9,000 miles from the Gwadar Port in Pakistan to
landing sites in Djibouti, Kenya, Seychelles, South Africa, and
Marseille, France.®® Another project, 2Africa, will connect 23
countries in Africa, the Middle East, Europe, and Asia and is be-
ing run by a consortium made up of China Mobile International,
Djibouti Telecom, Facebook, MTN GlobalConnect, Orange, Saudi
Telecom Company, Telecom Egypt, Vodafone, and West Indian
Ocean Cable Company. This cable, which is expected to be
completed by 2024, will run nearly 23,000 miles with 21 landing
sites in 16 African countries.”

There is concern about the expanding role of China in subsea
cable construction, particularly when it comes to protecting the
sovereignty and resilience of those Indo-Pacific countries with
less developed critical infrastructure. For this reason, the Quad
countries are competing with China to meet expanding demand
for bandwidth through new construction of undersea cables in the
Pacific Islands. In January 2018, Australia took control of a project,
originally led by Huawei Marine, to build a cable from Australia
to the Solomon Islands.* The United States worked with Austra-
lia and Japan in October 2020 to finance a submarine internet
cable spur to the Pacific Island nation of Palau. This cooperation
was possible under a Memorandum of Understanding the three
countries signed in 2018, enabling the US Development Finance
Corporation, the Japan Bank for International Cooperation, and
Australia’s Department of Foreign Affairs and Trade and Export
Finance and Insurance Corporation to work together to mobilise
private capital to support major infrastructure projects in the region.
In late February, the Pacific Island nations of Micronesia, Kiribati,
and Nauru cancelled bidding for another undersea cable project,
for which Huawei Marine was competing, after the United States
raised concerns about the security of the |oroje<:t.34 More recent-
ly in mid-June, in a new bidding process for the Pacific Islands
cable project, the World-Bank led consortium declined to award
the contract to any bidder when Huawei Marine submitted a bid
more than 20 percent below rivals Alcatel's Submarine Networks
and Japan’s NEC bids. The World Bank has indicated it was work-
ing with the Pacific Island governments to map out next steps.”

Each Quad country brings an individual strength to the
subsea cable issue.

Between the two of them, US SubCom and Japan’s NEC account
for about 70 percent of the submarine fibre-optic cable market.
Australia, for its part, has been a leader in creating regulatory
frameworks for the protection of undersea cables.* And India is
set to be a key landing point for undersea cables transiting the
Indian Ocean. At least eight new subsea cable systems that will
have landing stations in India are currently under consideration.
In addition, Japan’s NEC recently laid an undersea fibre-optic
cable to connect mainland India to its Andaman and Nicobar
Islands. The project received support from both the Indian and
Japanese governments.
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Implications and Recommendations

The developments with open-RAN show how private sector col-
laboration, with nudges by national-level governments, can set
the stage for transformative possibilities in relatively short order.
In early 2019, virtually no policymaker in any of the Quad coun-
tries had considered open interfaces for telecommunications
networks. By late 2020, open-RAN had become the main topic
among lawmakers when thinking about shaping a secure 5G
future. The technodemocracies will need to take similar steps
regarding construction of undersea fibre-optic cables.

While dealing with the subsea cable challenge may not be as
complicated or costly for the Quad governments as handling
the 5G challenge, the need for multilateral action on the issue is
urgent. Chinese companies are still behind American, Japanese,
and French companies in the subsea cable construction busi-
ness, so managing China’s new encroachment in the industry is
likely manageable. Japan-based NEC, US-based SubCom, and
France-based Alcatel Submarine Networks hold more than 90
percent of the market share of the subsea cable industry. Chi-
na’s goal to try to capture 60 percent of the world’s fibre-optic
communications market by 2025 may seem far-fetched, however,
given how quickly non-Chinese companies fell behind in the 5G
race, nothing should be taken for granted. Protecting subsea
cables from potential Chinese espionage and/or sabotage does
not require restructuring the industry in fundamental ways as is
the case with 5G.

However, from the private sector perspective, it will be burden-
some to restructure their undersea cable investments to avoid
Chinese involvement. Subsea cables cost hundreds of millions of
dollars, usually involve multiple international investors, and can
operate for up to 25 years,37 so if a consortium member changes
course on its investment mid-stream, there will be implications
for the market. Some argue that ensuring different subsea cable
systems and landing stations connect seamlessly with one an-
other is critical to overall connectivity and internet performance.
Trying to segregate Chinese companies from the construction,
operation, and maintenance of certain subsea cable projects,
they say, would be detrimental to the goal of maintaining open
and connected societies. If US companies avoid building subsea
cables with landing sites in or near the Chinese mainland, the
world will likely head toward a “splinternet” that could contribute
to further political divisions and diplomatic misunderstandings
among nations. Because of these questions and uncertainties, a
public-private dialogue among likeminded democratic partners
and industry leaders is essential.

Building on the respective strengths they bring to the open-RAN
and subsea cable issues, the Quad members should work to-
gether along six main lines of effort:

Public Diplomacy. The Quad countries should pursue a clear
and consistent effort to inform the publics of the Indo-Pacific
countries about the risks of using technology from techno-au-
tocracies, such as China. These efforts should also include
helping governments in the region to build systemic mech-
anisms to factor geopolitical risks in policy decision making.

Industry Collaboration. The Quad members should provide
incentives such as tax credits to encourage more and deeper
collaboration, particularly for R&D, standardsetting, and infra-
structure development in third countries. For undersea cables,
the private sectors of each Quad nation must also discuss
the implications for the market and overall connectivity and
internet performance of segregating Chinese companies in
subsea cable construction and in avoiding landing sites on
or near mainland China.

Countering Coercion. The Quad members should provide
financial or diplomatic support to any Indo-Pacific country
that Beijing targets in response to forgoing Chinese tech-
nology purchases. Ensuring a united front on this matter will
demonstrate to the region that Beijing cannot exert its will
in the region unfettered. Numerous scholars have proposed
ideas for countering Chinese economic coercion that could
serve as the model for such an effort.*®

Government Financing. The US-Japan-Australia joint project
to finance the subsea cable to Palau is a good example of
multilateral cooperation to compete against Chinese efforts
to dominate subsea cable construction in the Pacific Islands,
where demand for bandwidth and connectivity is rapidly
increasing. The US International Development Finance Cor-
poration’s loan of $500 million to a consortium of companies
to develop a mobile network in Ethiopia could serve as a
template for 5G projects.39

Future efforts to pool financing for subsea cable projects
in the Indo-Pacific region with strategic benefits for all four
Quad members should also involve India. While India has
not traditionally engaged in this type of multi-country project
financing, its participation in such initiatives would send a
strong signal about the strength and impact of the Quad as
a part of the regional architecture.

Monitoring and Security. \With an increased number of Chi-
nese oceanographic research and survey vessels transiting
the Indian Ocean Region, it is important for the Quad nations
to set up a system to monitor the movements and activities
of the Chinese vessels and guard against sabotage and
espionage of the subsea cable network. Similarly, regular
information exchanges between the Quad governments on
Chinese digital infrastructure investments will streamline
cooperative action by the Quad on efforts to counter and
mitigate those developments.
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- Strengthening Legal Frameworks. The Quad members
can contribute to strengthening international laws to help
prevent both physical damage and cyberattacks on tele-
communications networks, particularly subsea cables. The
UN Convention on the Law of the Sea recognises the free-
dom of states to lay and protect cables within their Exclusive
Economic Zones and to lay cables on the continental shelf,

yet there is no existing treaty to protect against cyber war-
fare on subsea cables.” The International Cable Protection
Committee, an international non-governmental organisation
that promotes undersea cable protection, could serve as a
valuable resource for the Quad governments as they consider
developing and promoting specific international standards
and regulations to maintain security of undersea cables.

Conclusion

The governments of the Quad countries have the potential to set
the Indo-Pacific on course to achieve a digital future that is secure,
resilient, reliable, and beneficial. Doing so will require coordinated
policies on countering the diffusion of techno-authoritarianism
and digital entanglement with China in the region. This means
making trusted technology alternatives available, assuring their
affordability by providing sustainable financial support, providing
safeguards against economic coercion attempts by Beijing, and
countering high-tech illiberalism. Australia, India, Japan, and the

United States have the collective heft, capabilities, and financial
resources to achieve this if they act in concert, especially when
in partnership with other tech-leading democracies.

A concrete techno-diplomatic strategy for
telecommunications will be key to assuring the Indo-
Pacific’s future is free and open.
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