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A new era looms. The fallout of the COVID-19 crisis is the 
accelerant for an array of trends causing remarkable volatility 
in geopolitics. An increasingly assertive and revisionist China 
and inconsistent leadership on the global stage by the United 
States are leading countries around to the world to reconsid-
er and recalibrate their stances. Concerns over trade, sup-
ply chains, and economic dependencies have taken on new 
meaning and urgency. The tension between liberal democratic 
values and authoritarian priorities is growing as illiberal values 
proliferate more readily. Handwringing over the erosion of the 
rules-based order is more acute as Beijing and Moscow con-
tinue to chip away at the integrity of multilateral institutions.

World leaders recognize that a strategic competition is under-
way and that the geopolitical context in which it will play out is 
morphing. Many of these leaders also understand that tech-
nology is at the core of this competition. Technology-leading 
countries will drive the digital economy, gaining political power 
and military strength, and shaping the rules for technology use. 
Illiberal states see both a pathway to cementing their rule and 
opportunities to discredit democracies. Liberal democracies 
see a means to shore up the rules-based order and to hold 
creeping authoritarianism at bay.

Australia’s leaders are updating the country’s strategic posture 
in response. The new Australian defense strategy is a major 
reorientation within the Indo-Pacific; the updated national cyber 
strategy recognizes the rapidly evolving threats and the fun-
damental importance of ensuring the security and resilience of 
the country’s networks. Meanwhile, the Australian Department 

of Foreign Affairs and Trade is pursuing novel international 
avenues to secure its technological future by establishing the 
Quad Tech Network, a Track 2 initiative between think tanks 
and academic institutions to foster technology policy collabora-
tion among the member countries of the Quad: Australia, India, 
Japan, and the United States. This initiative is part of a broader 
effort to support and complement the forthcoming Cyber and 
Critical Technology International Engagement Strategy. This 
multilateral approach is key: the alliances and partnerships 
among the world’s democracies are a strategic advantage that 
illiberal states come nowhere close to matching.

This report lays out a blueprint for Quad technology policy. 
After setting the scene of the current technological and geo-
political landscape and the context in which the group would 
operate, the report presents a policymaking framework called 
techno-democratic statecraft. This framework entails seven 
qualities that should guide Australia’s 21st-century technolo-
gy policy. The document further details values and principles 
Australia should promote and how Australia should pursue its 
interests internationally, via the Quad and beyond.

Much of this document is devoted to detailed policy recom-
mendations that apply techno-democratic statecraft principles. 
These recommendations come in two categories: (1) opportu-
nities for Australian leadership in the Quad Tech Network, and 
(2) opportunities to build Australia’s tech capacity. Together, 
the framework and recommendations constitute an actionable 
plan for an affirmative and proactive multilateral technology 
pact rooted in shared democratic values.

Executive Summary
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Australia, with its strong bilateral ties to other Quad member 
states and as the smallest Quad economy, is well positioned 
to lead the Quad to achieve important technology policy ob-
jectives and simultaneously promote collaborative efforts that 
would boost its technological capabilities. These recommenda-
tions are crafted in the context of techno-democratic state-
craft, a comprehensive approach to technology policy with 
proactive and practical multilateralism as a central feature. The 
specific technology policy areas capitalize on collective Quad 
strengths and consider capabilities most relevant for the tech-
nology competition that will play out over the next decades.

To create and lead a burgeoning Quad Tech Network, Aus-
tralia’s leaders should advocate for collaborative approaches 
that:

	• Bolster cybersecurity. Focus in the near term on pursuing 
multilateral engagement for setting norms that promote a 
free and open cyberspace; crafting multilateral responses 
to nefarious cyber activity in accordance with international 
law; and spearheading a shared monitoring and cyber- in-
trusion remediation capability.

	• Secure supply chains. Take a broader approach by in-
cluding the United States in the Supply Chain Resilience 
Initiative and expanding diversification efforts by drawing 
in other countries and groups such as ASEAN.

	• Pursue 5G and Beyond 5G technologies. Lay the foun-
dation for a secure communications infrastructure future 
by partnering with Japan to promote open interfaces and 
modular architecture as the best way forward on 5G ar-
chitecture for the Quad and its allies and partners, and by 
leading the Quad to execute a strategic plan for collabo-
rative research and development (R&D) and deployment 
of beyond-5G technologies.

	• Close the digital divide. Provide a positive alternative to 
Chinese digital entanglements in the Indo-Pacific by creating 
a standing multilateral mechanism to fund secure and fair 
digital infrastructure development in middle powers and 
emerging countries.

To boost Australia’s technological capabilities, Australia’s leaders 
should advocate that the Quad Tech Network:

	• Pursue joint research, development, testing, and evalu-
ation programs. Gain know-how and first-hand experience 
to broaden Australian expertise by pursuing collaboration 
in areas such as clean-energy technologies, rare-earth ele-
ments processing and recycling, information and communi-
cations technology, and space technologies, and creating 
a Quad-wide real-world technology testing and evaluation 
coalition to take advantage of the wide range of climates 
and topographies within the group.

	• Create a Quad human capital network. Draw on the di-
verse scientific and technical capabilities of the Quad by 
pursuing new initiatives to foster cross-border collaboration 
within the Quad, such as an arrangement where qualified 
scientists, technologists, and engineers can readily work 
and live in the four countries.

	• Set up shared compute and data resources. Facilitate 
broad-based and collaborative artificial intelligence (AI) 
research and address AI readiness shortfalls by directing 
the effort to create a Quad research cloud to offer wide-
spread access to computational resources and datasets.

	• Organize Quad innovation competitions. Tackle difficult 
science and engineering problems by initiating multinational 
tech challenges.

Summary of Recommendations
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Rarely is the future so uncertain – and so malleable. The current 
moment is one of geopolitical fluidity; decisions in the next few 
years will shape the decades ahead. There are widely divergent 
but plausible future scenarios for a post-pandemic world. There’s 
little question the post-COVID-19 world will be different. How it will 
look depends on actions the world’s leaders take – whether there 
is a renewed commitment to a rules-based international order, or 
a fragmented world increasingly dominated by authoritarianism. 
Whoever steps up to lead the world will drive the outcome.

The countries that figure out how to effectively restart and rebuild 
their economies as they emerge from the pandemic will set the 
course for the 21st century. It is not only economic heft that is 
of concern; political power and military might go hand in hand 
with economic dominance. Technology-leading nations will have 
outsized influence over the arc of international peace and security: 
by strengthening or challenging the rules-based order, by using 
technology responsibly or in illiberal ways, and by establishing 
rules and norms that reinforce or erode liberal democratic values.

At the center of this geostrategic and economic competition are 
technologies – such as AI, quantum computing, biotechnology, 
and fifth-generation wireless networking (5G) – that will be the 
backbone of the 21st-century economy. Leadership and ongoing 
innovation in these areas will confer critical economic, political, 
and military power, and the opportunity to shape global norms 
and values.

This is an era of unprecedented and rapid technological change. 
This is not a science fiction world of technology run amok; humans 
invent and improve technologies and use them as tools. What 
often appears to be a bewildering, uncontrolled force is instead 
a man-made artifact of these times. Technology is developing in 
so many fields at such a fast clip because humans want things 
faster, better, easier, and at lower cost sooner. And not only do 
they believe this can happen, they expect it to.

Such expectations form a technology roadmap that companies 
race to complete. Gordon Moore, the engineer and businessman 
who identified the trend known as Moore’s Law, remarked later in 
life that his edict on the doubling of transistors on a single chip 
every 12 to 24 months was really an observation about human 
activity in the realm of the scientifically and economically possible. 
It became a selffulfilling prophecy.1 As a result, technology 
roadmaps with ambitious timelines abound – and are largely 
met. Information technologies are ground zero for this trend, 
with explosive growth in connected devices, data, transmitting 
speeds, and computing power.

The number of connected devices is expected to grow 10 percent 
every year, from about 22 billion today to 30 billion devices by 
2023.2 Over half of these will be internet of things (IoT) devices – 
such as appliances, factory and farming equipment, and logistics 
tracking – as early as 2021.3 This trend will lead to a projected 
jump in global consumer IP traffic data volume from 212 exabytes 
per month in 2020 to 333 exabytes per month in 2022.4 To put the 
scale of these figures in perspective: one exabyte of data would 
be a video call lasting 237,823 years; an office of 100 people 
would have to search the web for 57,077 years to accumulate 
that amount of data.5

This flood of additional data will be transmitted over more capable 
networks. Fixed broadband speeds in 2023 will be double those 
of 2018. Mobile speeds will see a more dramatic leap, tripling over 
the same time period for the average mobile network connection; 
5G speeds will be 13 times higher than that average in 2023.6

Vast quantities of data are useless until they make sense. Computer 
processing power (compute) is required to turn these avalanches 

Information technologies will be the key economic drivers for the 
coming decades, providing the essential digital infrastructure to 
communicate; to create and extract insight, and thus value, from 
data; to enable discovery and innovation; and to set the stage 
for further breakthroughs. These same technologies can also be 
used to control and distort information flows with censorship and 
disinformation; to monitor, isolate, and suppress individuals and 
groups; and to disrupt and disable critical infrastructure.

Differences within both camps exist, of course, with varying 
perspectives on notions such as data rights. There are also 
commonalities between the camps, such as a general desire for 
AI systems that are safe to use. Fundamentally, though, the two 
sides have conflicting views on appropriate uses of technology. 
These views are rooted in opposing norms and values pertaining 
to the rule of law, privacy, human rights, civil rights, civil liberties, 
and political freedoms. For Australia, its allies, and its democratic 
partners, assuring and maintaining leadership, sovereignty, and 
governance of technology policy are inseparable from protecting 
and preserving liberal democratic ideals and values.

A Tech Future in Flux

The Self-Fulfilling Quest for Rapid Technological Change

What is unfolding now is a competition to set the rules of 
the road for technology use for many years to come. At 
its core this contest is largely a binary one, with like-
minded liberal democracies and authoritarian regimes 

jockeying for technological primacy.
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of data into information and knowledge. Compute increased 
one-trillionfold from 1956 to 2015, while processing efficiency 
(performance per watt) improved 500,000-fold.7

Such leaps in capability drive further innovation: the amount of 
compute used for cutting-edge AI research increased 300,000-
fold from 2012 to 2018.8

Driving this growth are key enabling technologies: semiconduc-
tors, 5G, and AI. This set of technologies will support advances 

in areas from autonomy to genomics, from robotics to synthetic 
biology, and from cyberspace to sensors. Rapid technological 
developments conjure up expectations of capabilities and break-
throughs to help make humankind healthier, wealthier, and freer. 
They also invoke fear of oppression, discrimination, and mar-
ginalization. Where the balance between these extremes will lie 
depends on what vision for the technology future prevails. The 
outcome rests with the countries that set the tone for the ways 
these technologies are used.

The first digital computer at NASA’s Joint Propulsion Laboratory in 1953. Today, computer process-
ing power is one trillion times greater and 500,000 times more efficient. Picture: NASA / Wikimedia, 
https://bit.ly/36fkMVi
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Competing visions for technological sovereignty and tech gover-
nance are already disrupting geopolitics. The world’s liberal 
democracies, the United States in particular, look to maintain a 
system that is largely distributed, bottom-up, and private-sector-led.

For example, both countries continuously fail to comply with com-
mitments made for accession to the World Trade Organization, 
and Chinese firms are executing a deliberate strategy to subvert 

the integrity of international standard-setting bodies.9

Authoritarian regimes want to upend the bottom-up model by 
introducing top-down and state-centric technology governance. 
Part of the strategy to do so involves influencing and altering the 
functioning of multilateral forums to support this shift and pur-
suing dominance in key technology areas. Beijing, for example, 
is leveraging its power at the United Nations (U.N.) to pursue 
technology policy and governance goals. The U.N. is partnering 
with China’s largest surveillance software company, Tencent, to 
host thousands of online conversations as part of the organiza-
tion’s 75th-anniversary celebration. In 2018, Tencent secured a 
contract with the U.N. Development Programme to create digital 
platforms in developing countries, providing it access to troves 
of foreign data that can be exploited for commercial gain and to 
inform foreign policy and intelligence objectives.10

China further partnered with Russia to establish a U.N. group 
on cyber norms, generally viewed as intended to thwart U.S. ef-
forts on consensus-building, and to pass a cybercrime-focused 
resolution that critics fear opens the door to targeting journalists 
and human rights groups by criminalizing online activity such 
as using encrypted apps.11 These actions go beyond seeking to 

gain advantage in matters of trade and technology governance; 
they are part of a concerted effort to weaken key international 
organizations, particularly the U.N., and thus to entrench and 
promote illiberalism. American scholar Kristine Lee puts it bluntly: 
“Beijing is using the United Nations as a platform for legitimizing 
authoritarian rule.”12

Competing Tech Visions Causing Geopolitical Strain

Existing international organizations are primarily 
intended to promote level playing fields for trade, 

standard setting, and economic competition. China 
and Russia in particular are damaging the efficacy and 

tarnishing the spirit of these organizations. 

Tencent, China’s largest surveillance software company, has partnered with the U.N. to host the U.N.’s 75th-anniversary celebra-
tion. Tencent’s collaboration with U.N. organizations has supported China’s pursuit of state-centric technology governance. Picture: 
Mark Schiefelbein / NTB Scanpix, https://bit.ly/3pretpl
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The Long Arm of the Global Digital 
Infrastructure Competition
Steps to gain the upper hand in global digital infrastructure are 
heavily intertwined with matters of everyday statecraft. That 
policymakers take action on matters such as trade and foreign 
relations in response to technology matters, and vice versa, 
underscores the stakes at play in the global technology competition. 
The nexus of technology, economics, diplomacy, and political 
ideology is increasingly tight. China uses its Digital Silk Road 
to fund and build infrastructure for surveillance and censorship, 
exporting its technology and know-how around the world.

In August 2020, the Donald Trump administration issued an 
executive order to ban TikTok, a Chinese video-sharing app, on 
the grounds of data security risks and of Chinese Communist Party 
(CCP)-influenced information control and censorship.13 A follow-
on order that directed Bytedance, TikTok’s parent company, to 
destroy its data holdings collected from U.S. persons and divest 
its U.S. operations kicked off a flurry of acquisition interest from 
companies including Microsoft, Oracle, and Walmart.14

Beijing responded by placing export controls on a range of 
technology items, including certain algorithms used by TikTok, 
that sowed confusion over whether a takeover of TikTok by a U.S. 
firm would be feasible.15 Chinese officials demonstrated that they 
are willing to deny a Chinese firm compensation for a valuable 
part of its business in an apparent show of force against U.S. 
actions. This action also underscores that Chinese firms have 
no recourse against the will of the CCP.

The Trump administration’s actions on Chinese apps pale in 
comparison to those of India. The Indian government has banned 
dozens of apps developed by Chinese firms. The first order, banning 
59 apps, came in June 2020 after the two countries engaged in 
a deadly border clash. Although this dispute is generally viewed 
as the impetus for the ban, India’s technology ministry stated that 
the apps are “prejudicial to sovereignty and integrity of India, 
defence of India, security of state and public order.”16

Use of Indian-made apps have soared since then, with download 
rates more than doubling.17 In early September 2020, Indian 
authorities announced bans on an additional 118 Chinese apps, 
part of an expanding economic standoff with China.18

The case of 5G exemplifies the far-reaching implications and high 
stakes of the digital infrastructure competition. 5G networks will 
enable telemedicine, self-driving cars, and a proliferation of IoT 
devices to fuel the digital economy. Secure, reliable 5G networks 
will be essential elements of national infrastructure. Policymakers 
in Australia and Japan understood their importance early on and 
took decisive action to secure their 5G networks.19

U.S. officials took longer to act but are now at the forefront of warning 
of the risks of having equipment from untrusted vendors in 5G 
networks. Central to the debate are the threats that Huawei poses 
to national security, including the risk of espionage or disruption 
of critical infrastructure. Given the CCP’s ability to exercise control 

over Huawei, there is justifiable concern over data integrity on 
networks that deploy Huawei equipment. Most concerning is 
the potential to use 5G equipment as a vector to cripple critical 
infrastructure. Such risk is not only about communications – 5G 
within a few years will be the backbone of controls needed for 
power grids, water supplies, and transportation infrastructure.20 
India looks to follow in the steps of its Quad partners. Although a 
formal ban appears unlikely, officials in New Delhi are signaling to 
Indian operators that Chinese equipment should be phased out.21 

Beijing’s reaction to growing international pushback on Huawei 
is telling, pointing to how crucial CCP officials view China’s 
technological prowess to be to its broader foreign policy aims and 
economic goals, and how Chinese technology firms serve as an 
extension of and enabler for the CCP’s ideological apparatus. A 
sampling of Chinese responses include extensive cyberattacks 
against Australia; Chinese state media’s calling for “public and 
painful” retaliation against Britain; Beijing’s threatening to withdraw 
from a trade agreement with Denmark; and China’s ambassador 
to Germany’s warning that German car sales in China could be 
torpedoed as retaliation for a potential ban on Huawei.22 Chinese 
officials have also tried positive approaches. At the peak of the 
coronavirus pandemic in Europe in early 2020, Huawei and other 
Chinese tech firms shipped personal protective equipment and 
provided telemedicine services to Canada, France, the Netherlands, 
and the United States, among others, although the impact was 
mixed because of the uneven quality of the products.23

Illiberal Uses of Technology on the Rise
Although policymakers in liberal democracies recognize the 
long-term and wide-reaching implications of the global digital 
infrastructure competition, the uneven and largely uncoordinat-
ed responses to China’s growing technological prowess and 
assertiveness are cause for concern. The lack of international 
consensus on rules and norms for the use of technology has re-
sulted in unchecked deployments of technologies at odds with 
liberal democratic values, putting pressure on established and 
emerging democracies worldwide.

Illiberal deployments of technology, such as for censorship and 
surveillance, in nondemocratic countries are on a glide path from 
both policy and implementation standpoints. Such uses take place 
without public debate, and citizens rarely have recourse to pro-
test. Liberal democracies, in contrast, have robust debates on the 
appropriate uses of technology. This is healthy. The nature of free 
and open discussion, however, is such that it also takes time to 
come to agreement, especially when national-level governments 
are hesitant to shape regulatory oversight of developments largely 
occurring in the private sector.

Meanwhile, Beijing is charging ahead, having exported AI surveil-
lance technology to more than 60 countries.24 Even leading de-
mocracies such as the United States and Germany have imported 
Chinese surveillance technology.25 The proliferation concerns go 
beyond the equipment itself. In many cases, according to CNAS 
scholar Kara Frederick, Beijing is “exporting its norms, values, 
and governance practices to the rest of the world.”26
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Beijing looks to expand these efforts. The forthcoming China 
Standards 2035 strategic plan, Beijing’s blueprint to lead global 
standard setting in areas such as AI and the IoT, emphasizes in-
creasing China’s influence over emerging technology standards.27 
Doing so would provide Chinese firms with a competitive edge and 
offer a means to increase illiberal use of such technologies as AI. 
In standardsetting organizations such as the U.N.’s International 
Telecommunication Union, the Chinese government has been 
promoting its vision for global internet and cyber governance, 
which favors a state-led approach to managing information flows.28

Geopolitics Affected by Tech Use Rules  
and Norms
Shaping how technology is used increasingly means shaping 
geopolitics.

Broad-based technology policy cooperation and coordination will 
not be easy to achieve. They are, however, very much worthwhile 
and necessary. Australian policymakers should be clear-eyed 
about the road ahead: achieving these goals will require patience, 
compromise, and creativity.

While the Quad countries share a range of interests and goals, 
differences between them will cause inevitable friction. The Quad 
countries have different views on, experience with, and legal 
frameworks for tech policy matters. India in particular tends to 
be an outlier, as demonstrated by the government’s penchant for 
shutting down internet access as a tactic to suppress protests 
and domestic civil unrest.34

Rules for use of facial recognition technology and personal data 
offer vignettes that provide insight into the challenges these dif-
ferences pose to tech policy coordination and collaboration. At 
the same time, such varying perspectives also present import-
ant opportunities to begin a shift toward harmonizing policies 
on data collection, data management, and data privacy, setting 
minimum standards for concepts such as security, accuracy, 

and transparency, and establishing norms for how and when to 
use emerging technologies.

Australia
Considerations of facial recognition technology use in Australia 
have been wide-ranging. The Department of Home Affairs went 
as far as to propose that facial recognition be used to verify the 
age of people wishing to watch online pornography.35 In October 
2019, a parliamentary committee rejected proposed legislation for 
a national facial recognition database for its lack of protections 
for citizens’ rights, in particular citing concerns over the poten-
tial for mass surveillance. Committee members recommended 
an overhaul of the laws to ensure they are centered on “privacy, 
transparency and subject to robust safeguards.”36 Despite con-
cerns over insufficient safeguards for federal facial biometrics 
matching, individual Australian states continue to upload data 
such as photos, signatures, and other driver’s license details to a 
national database to combat identity theft and other crimes. That 
database is expected to be operational by September 2021.37

The gulf between liberal democracies and illiberal states is ex-
emplified by divergent views on governance principles for AI.29 
While there are many similarities between Chinese frameworks 
such as the Beijing AI Principles and those of other global actors, 

such as using AI to better healthcare and education, there are 
also important differences.30 Most notable is the framing of such 
principles as intended to advance the “community of common 
destiny,” a core concept in CCP ideology that implies ambitions 
to reshape the current global order to a more China-centered 
world order.31

Some of the most prominent attempts to set global rules and 
norms concern cyberspace. Unfortunately, much of this work is 
disjointed. There are dozens of bilateral and multilateral state-
ments, declarations, pledges, and agreements on standards for 
behavior in cyberspace.32 One of the most important of these is the 
Convention on Cybercrime, the first binding multilateral agreement 
to regulate cybercrime – and one that is based on harmonization 
of national laws.33 Given the interconnectedness of the world’s 
digital infrastructure, unified and multilateral approaches to the 
problem are a must.

The authoritarian creep and the reactive approach to technolo-
gy development and use by liberal democracies set the stage 
for a problematic future. Tech-leading democracies must take a 
fresh approach to technology policy, to include leading the way 
on rules and norms for technology use – an approach steeped 
in multilateral cooperation, based on shared values, and focused 
on effectively outcompeting illiberal countries. Australia, with its 
Quad Tech Network initiative, is poised to be a leading voice for 
such change.

China’s proliferation of its technology, norms, values, and 
governance frameworks is bolstering dictatorships and 
eroding fragile democratic institutions around the world.

Mind the Gap: Divergent Approaches to Tech Policy Present 
Hurdles and Opportunities



8

Networked: Techno-Democratic Statecraft for Australia and the Quad

Data governance is regulated by the Office of the Australian Info-
mation Commissioner (OAIC), which focuses on privacy, freedom 
of information, and overseeing governmental use of information.38 
While Australia’s privacy laws – codified in the Privacy Act 1988 
– are robust, critics note that OAIC is overburdened and under-
funded.39 Despite these challenges, OAIC continues to conduct 
investigations, including one into the way the company Clearview 
AI handed personal information obtained through its facial rec-
ognition tool.40 The Clearview AI investigation, a joint effort with 
OAIC’s British counterpart, could serve as a model for expanded 
collaborative investigations with Quad partner agencies.

India
Although the use of facial recognition technology in India is rela-
tively new, the government led by Prime Minister Narendra Modi 
has grand ambitions for a nationwide database, the Automated 
Facia Recognition System. This database would match images 

obtained from closed-circuit television and other cameras with 
images from existing databases such as those used by the pass-
port service and the country’s police forces.41

Protests in late 2019 and early 2020 against the Citizenship 
Amendment Bill, which provides citizenship to illegal immigrants 
of certain religious minorities, are a helpful case study of Indian 
authorities’ use of facial recognition technology.42 Critics point to 
a lack of regulation on the technology’s uses, which can include 
targeting individuals for arrest. Critics also point to a lack of trans-
parency on the use of facial recognition by government entities. 
For example, the use of facial recognition first became public 
knowledge with a press report, not after open deliberation or an 
official announcement.43 Broader concerns are that the technology 
in use in India is generally highly inaccurate and that the 2018 
Personal Data Protection Bill contains wide-ranging and loosely 
defined exceptions for law enforcement’s use of personal data.44 

Residents of New Delhi protesting against the Citizenship Amendment Bill. Indian authorities were criticized for their use of facial 
recognition technology and specifically for the lack of regulations and transparency for targeting individuals for arrest. Picture: 
Sanjeev Yadav / Wikimedia, https://bit.ly/3ppcdi9
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Japan
Facial recognition technology is widely deployed in Japan, with 
electronics giant NEC at the forefront of research, development, 
and deployment, using it for a range of consumer-oriented pur-
poses such as cashless payments, ticketless entry, and banking 
services.45 Japan Customs uses the capability at numerous air-
ports for passenger screening.46 Japanese firms are also at the 
forefront of using facial recognition and surveillance as ways to 
monitor employee productivity.47 The Japanese government has 
proposed using facial recognition technology to identify and re-
strict admission of gambling addicts at casinos and racetracks.48 

Because of their advanced capabilities, Japanese firms see an 
opportunity to compete with China for dominance in facial rec-
ognition and other surveillance technologies.

The Personal Information Protection Commission (PIPC), a gov-
ernment entity established in 2016, is charged with overseeing 
the protection of personal information collected by public and 
private entities. The PIPC also has a mandate to foster interna-
tional cooperation, which could position it as a useful model for 
cooperation on data collection and privacy matters among the 
Quad members.49

United States
Facial recognition has generated a grassroots-level pushback 
in the United States, particularly for its use by law enforcement. 
Several cities and states across America have banned facial 
recognition for law enforcement.50 At the same time, certain 
U.S. airports are deploying facial recognition cameras as part of 
coronavirus-detection techniques.51 Unlike its Quad colleagues, 
the United States lacks national-level laws and rules on facial 
recognition deployment. Instead, state and local authorities craft 
their own regulations, resulting in a patchwork that makes it in-
creasingly difficult to develop a unified national approach and 
poses obstacles for technology companies that intend to conduct 
research and develop compliant products. In June 2020, Amazon 
and Microsoft put a moratorium on selling facial recognition to law 
enforcement and IBM cancelled its work on facial recognition.52

Data governance, for facial recognition and a slew of other personal 
data collected by devices and apps, is another area where the 
United States has no coherent regulatory framework. The policies 
that exist are generally formulated by the companies providing 
the service and are typically hard to understand. Anonymizing 
data or opting out altogether is often so cumbersome that it’s ef-
fectively impossible for the average smart phone user, let alone 
engineers of major tech companies.53

The electronics giant NEC has been at the forefront of research, development, and deployment of facial recognition technology. 
Picture: Tomohiro Ohsumi / Getty Images, https://bit.ly/2NJk2Bx
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Bridging the Gap: Collaborative Technology 
Policy
The varying approaches to and goals for the use of surveill- 
ance technology point to the challenges of collective action on 
technology policy. Healthy democratic societies have an array of 
viewpoints that wax and wane in influence. They exhibit the great 
strength of open societies: a common respect for democratic norms 
and values, as shown the ability to debate the tradeoffs between 
security, privacy, individual rights, and convenience within each 
country and with each other.54 It is these qualities that can place 
Australia at the forefront of setting the norms and standards for 
using those technologies responsibly, especially if it does so in 
conjunction with the Quad and other partners, to successfully 
blunt opposing efforts by undemocratic states.

The liberal democratic/authoritarian divide further underscores 
the criticality of trusted supply chains. One of the most import-
ant activities for the Quad is to build a trusted network for the 
digital economy’s key technologies. This task includes creating 
confidence that the supply of communications equipment won’t 

The trajectory of waning clout in technology development, stan-
dard setting, and proliferation poses an unacceptable and 
avoidable challenge to the interests of the world’s leading liberal 
democratic states. Australia and its Quad partners are well po-
sitioned to formulate a fresh approach to technology policy for a 
new era. A new, comprehensive method is needed to navigate 
the 21st-century technology competition and maximize the odds 
that the technology future is a positive one. This framework, tech-
no-democratic statecraft, comprises seven distinct but connected 
qualities. The approach is:

	• Proactive: The leaders of each Quad member country 
should determine what technology areas are of priority 
based on their respective national needs and goals rather 
than trying to stay ahead of or chase the efforts of compet-
itors. Although considerable overlap in priorities is likely, 
particularly with like-minded countries, framing the effort 
in this manner ensures that technology development takes 
place in the proper context and isn’t unduly influenced by 
the main concerns of others.

	• All inclusive: Policymakers should maximize the range of 
key inputs such as R&D investments, human capital, and 
education, and treat technology areas as parts of a large 
interrelated web rather than stovepiped and independent 
disciplines.

be halted on a whim, that data stored by a foreign social media 
site won’t be seized by that country’s government without due 
process, and that shipments of critical minerals won’t be cut off 
as punishment.55

There is a growing realization among the world’s democracies 
that the current approach to tech policy – individual, disparate, 
and reactive – brings increasingly diminished returns and pro-
vides pathways for Beijing in particular to take advantage of the 
resulting fissures. In the face of growing authoritarianism, there 
is also renewed appreciation of how much more unites democ-
racies than divides them. There is tangible evidence of this shift, 
such as the United States’ joining the Global Partnership on Ar-
tificial Intelligence after much hemming and hawing and India’s 
effectively banning Huawei from the country’s 5G networks. Both 
seemed improbable mere months ago.

Given the flux of the technology future, concerted action to shape it 
is needed. Doing so successfully will require a new way of thinking 
about technology policy generally and collaborative approaches 
specifically: a techno-democratic statecraft for the 21st century.

	• Whole of society: Lawmakers should recognize that in-
novation and technological breakthroughs are not the sole 
domain of private industry. Governments play an important 
role in supporting and guiding technological developments, 
especially basic research, and must be proactive in address-
ing occasional misalignments between what companies 
want to produce and what governments need.

	• Flexible: The Quad partners should adopt a mix of affirmative 
measures to boost competitiveness (such as investments in 
R&D, training, and supply chain resilience) and protective 
action (such as export controls and sanctions) to safeguard 
their existing advantages. The balance between affirmative 
and protective actions is likely to shift over time and vary 
between different technological disciplines.

	• Values driven: Policymakers should make technology policy 
decisions in line with liberal democratic values, including 
human rights, civil rights, civil liberties, and political freedoms.

	• Multilateral: Quad leaders should appreciate that no one 
country can tackle most tech policy challenges on its own; 
the requisite knowledge and capabilities are too diffuse. 
Broad-based, proactive, and long-term multilateral coop-
eration among like-minded countries is needed tomaximize 
effectiveness. The Quad’s network of alliances and part-
nerships is one of its greatest competitive strengths and 
should be capitalized upon. 

Techno-Democratic Statecraft: A Framework for Crafting a 
Beneficial Tech Future
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	• Pragmatic: Lawmakers should be open to and welcome 
cooperation with nondemocracies where values and in-
terests sufficiently align. Engagement on issues that tran-
scend borders should trump ideological rigidity, whether 
it is cooperating with Vietnam on COVID-19 responses or 
working with China and Russia to address climate change.

The Quad is primed to execute techno-democratic statecraft. As a 
group with strengthening bonds and greatly overlapping interests, 
it presents two general pillars for coordination and collaboration 
on technology policy that support crafting and achieving a shared 
vision for a desired technology future:

1.	 Alignment: The Quad members share strategic interest in 
the outcomes that policies guided by techno-democratic 
statecraft principles are designed to produce. Each country 
seeks to protect and sustain an open and free Indo-Pacific, 
and to have robust economic growth aligned with a bene-
ficial technology future.

2.	 Compatibility: All four Quad countries have key attributes 
in common. All are sizeable and robust economies, with 
broad and diverse capabilities in key technology areas. 
Together, they have considerable scale in R&D spending, 
science and technology output, industrial and manufacturing 
capacity, relevant infrastructure, and human capital. Their 
combined geographic breadth also affords important ad-
vantages for practical matters such as logistics and supply 
chains and geostrategic ones such as regional influence. 
Finally, Australia, India, Japan, and the United States share 
democratic values.

This effort requires taking the lead to establish the norms for ways 
technologies should be used, working to ensure that technologies 
and components are not used in violation of democratic values, 
cutting off technology exports that directly or indirectly enable 
the illiberal use of technology, and placing multilateral sanctions 
on the organizations and individuals that deploy technologies in 
violation of these norms.

Such an approach does not mean Australia and the other Quad 
member states must be in full alignment on all technology policy 
matters; that would be unreasonable and unrealistic. It would 
also be undesirable: the great strength of democracies is that 
they can take varied approaches according to their national 

interests while still adhering to core liberal democratic values. 
A coordinated tech policy approach by the Quad also doesn’t 
prevent any member from pursuing similar arrangements with 
other democratic states or groups such as Canada or the 
EU, or with nondemocratic technology-leading states in the  
Indo-Pacific such as Singapore.56 What is key, however, is that 
these tech partnerships be formed in a manner that enables 
like-minded countries to shape their technological future as they 
see fit, in accordance with their strategic goals and without com-
promising their values or sovereignty.

Before the pandemic, the world’s democracies already faced 
their gravest challenge in decades: the shift of economic power 
to illiberal states. By late 2019, autocratic regimes accounted 
for a larger share of global GDP than democracies for the first 
time since 1900. As former U.K. foreign secretary David Miliband 
recently observed, “liberal democracy ... is in retreat.”57 How 
Australia and like-minded partners respond post-pandemic will 
determine if that trend holds. Australia can rally the Quad, crafting 
a unified response by shaping a new strategic technology policy 
framework as part of the new Quad Tech Network.

The four tech partners should also use their partnership as a 
springboard for cooperation with other like- minded countries on 
matters of international peace and security, and to address the 
erosion of the rules- based order. The Quad has already engaged 
with South Korea, Vietnam, and New Zealand (the “Quad- plus”) 
on collective responses to the COVID-19 pandemic.58 Other 
opportunities for multilateralization abound: the United States 
and Australia could extend relationships with the Five Eyes part-
ners, something Japan has already expressed strong interest 
in; U.K. government officials have proposed a “Democracy 10,” 
which would include the Quad countries, to tackle 5G and other 
technology issues; and former U.S. government officials have 
proposed alliance frameworks to tackle a range of technology 
policy issues.59 That Australia is a part of all these initiatives, 
active and proposed, should not come as a surprise – it enjoys 
important qualities that set it up for a leading role in an array of 
multilateral efforts.

In the face of a rising China that is increasingly capable 
of and intent on being the global leader across a broad 

spectrum of emerging technologies, concerted action by 
the Quad is necessary to create a bulwark against the 

illiberal use of technology. 

There is urgency to act. The geostrategic competition in 
cyberspace and emerging technologies is multifaceted, 

with developments moving at high speed. Especially 
in the wake of the COVID-19 pandemic, Beijing in 

particular is trying to improve its position on the global 
stage relative to the world’s liberal democracies, taking 

advantage of their disjointed response and  
dearth of leadership. 
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Australia’s size, geographic location, and strong bilateral relations 
with Quad members afford it advantages that allow it to take on 
a vital leadership role in creating and shaping a multilateral tech 
policy collaboration effort rooted in the Quad Tech Network. With 
the smallest economy and population of the Quad, Australia is 
often best placed to propose new initiatives, because there are no 
motivations that could be construed as designs on economic and 
geostrategic dominance. The country also serves as a geopolitical 
bridge between North America, South Asia, and the Asia-Pacific 
and as an objective arbiter on complex and sometimes conten-
tious issues. Finally, Australia has strong bilateral ties with India, 
Japan, and the United States that put it in a position to be the 
chief interlocutor for negotiations within the group.

Four areas recommended for priority attention are cyberspace, 
supply chains, 5G and beyond-5G technologies, and digital 
development in emerging countries. The goals for each of these 
recommendations are to boost the economic competitiveness of 
Australia and its Quad partners and to enhance each country’s 
national security through collective action.

Bolster Cyber Security
One of Australia’s foremost priorities should be to use the Quad 
as a means to strengthen its own national cybersecurity posture 
and to strive for better cooperation among like-minded partners. 
As is rightly noted in Australia’s Cyber Security Strategy 2020, 
cyber threats are evolving rapidly, and secure, robust, and reli-
able digital infrastructure is essential to day-to-day functioning 
of society.60 Three promising areas for near-term cooperation:

	• Multilateral engagement for setting norms that promote 
a free and open cyberspace. The U.S. Cyberspace So-
larium Commission – a congressionally mandated group 
charged with crafting a comprehensive cyberspace strate-
gy – issued a report in March 2020 that contains numerous 
recommendations that could be adopted by the Quad to 
promote responsible behavior in cyberspace. These include 
building an enforceable rules-based international order 
in cyberspace and restoring the integrity of international 
standard setting, as part of an overarching framework for 
layered cyber deterrence.61 

	• Multilateral responses to nefarious cyber activity in ac-
cordance with international law. A coordinated effort is 
realistic and feasible because it would be rooted in shared 
values. The Quad could formulate consensus on how to 
respond to cyber operations that target democratic institu-
tions and systems (e.g., election infrastructure), attacks on 
personal information of Quad country citizens and residents 
(e.g., targeting of people for supposed violations of Hong 
Kong’s Security Law), and state-backed theft of intellectual 
property.62 On that front, the three Quad partners signatory 
to the Convention on Cybercrime should prod India to join 
them as a first step toward harmonization of national laws 
and collective agreements on cyber issues.

	• Shared monitoring and cyber-intrusion remediation ca-
pability. While the cyber networks and the respective cyber 
capabilities of Australia, India, Japan, and the United States 
differ considerably, there are important overlaps in interests 
and goals that make a quadrilateral cyberattack-mitigation 
network feasible. The India-Japan and Japan-Australia 
cybersecurity and cyber policy dialogues are but a few 
examples of how such cooperation could work.63

At a bare minimum, enhanced information sharing between the 
Quad’s respective computer emergency readiness teams and 
signals intelligence agencies would help to identify and track 
cyberattacks and to learn from an attacker’s modus operandi. As 
Five Eyes partners with robust signals intelligence capabilities, 
Australia and the United States have particular expertise here. 
The U.S. Cyber Command’s “hunt forward” missions, which in-
clude disclosing findings to other parts of the U.S. government 
to defend critical networks and provide cybersecurity firms with 
important information to update their products and services, can 
serve as a model that could be internationalized on a formal ba-
sis within group.64 The Quad countries can also collaborate on 
efforts to better engage with the private sector to help prevent 
and mitigate cyberattacks. More challenging would be initiatives 
such as developing a multilateral cyber early-warning system and 
surging personnel and other capabilities to assist a Quad partner 
under cyberattack.65

These actions in concert could help to foster a safer and more 
stable cyberspace. As the authors of the Cyberspace Solarium 

By applying techno-democratic statecraft principles, 
Australia can lead the Quad on a range of important 
technology policy issues, strengthening the Quad’s 

economic competitiveness and promoting the 
development and deployment of technologies in a 
manner consistent with liberal democratic values. 

A common position on norms for cyberspace among
the Quad should serve as the foundation for engagement 

with like-minded countries to standardize the myriad 
declarations on related norms, as well as engagement 

with other international actors such as Russia and China.

Opportunities for Australian Leadership in the  
Quad Tech Network
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Commission report note, there are three reasons why such an ap-
proach reduces the likelihood and effectiveness of cyberattacks: 
“norms change an adversary’s decision calculus”; “a system of 
norms enforced by multiple actors is a relatively cost-effective 
means of bringing greater stability to cyberspace because it 
reduces the burden on any one nation to reinforce the system of 
norms”; and “frameworks of norms are sticky – once a pattern 
of behavior is set, the framework becomes hard to dislodge.”66 
Australia and the Quad can be the vanguard of a sea change in 
global cybersecurity posture.

Secure Supply Chains
The fallout of the COVID-19 pandemic has exposed the widespread 
fragility of the world’s supply chains. Quarantines, travel bans, 
and factory shutdowns showed the risks in achieving economies 
of scale through geographic concentration.67 Export controls on 
medical equipment and Beijing’s attempts at economic coercion, 
such as canceling trade agreements and imposing excessive 
tariffs on agricultural products, further highlighted the need to 
rethink the structure of global supply chains, particularly the heavy 
reliance on China for key inputs and components.

Numerous efforts to secure and diversify supply chains are be-
ginning to take shape. The Japanese government announced a 
$2 billion program to help domestic firms repatriate manufactur-
ing.68 The United States is drafting the outline of an “Economic 
Prosperity Network” – a group that comprises the Quad, New 
Zealand, South Korea, and Vietnam – to move sourcing and 
manufacturing out of China.69

The Supply Chain Resilience Initiative, a trilateral effort with Aus-
tralia and India spearheaded by Japan, is most pertinent in the 
near term to the Quad.70 The goal of this budding effort is to re-
duce dependency on China for numerous supply chains. Priority 
One for Australian leaders should be to ensure U.S. involvement 
in this effort. The effort to achieve strategic autonomy in supply 
chains is a challenging one, especially without the involvement 
of the world’s largest economy. A quadrilateral approach would 
also serve as a more effective springboard to broaden such co-
operation with other countries or groups, such as ASEAN.

Pursue 5G and Beyond-5G Technologies
Australia is poised to be at the forefront of a new technological 
approach to wireless communications.

One promising avenue is to promote a shift to modular architec-
ture and open interfaces for wireless telecommunications infra-
structure (open radio access network, or open RAN). A modular 
architecture allows an operator to choose multiple vendors, rath-
er than being locked in with a single large, integrated vendor. 

Open interfaces, which allow the equipment from any vendor to 
work with that of another, make such architecture possible. The 
approach is marked by extensive use of software to take on the 
functionality currently carried out by proprietary hardware, in a 
process called network virtualization.71

There is broad support among government officials and law-
makers in Japan for open RAN as a technological alternative; 
the company Rakuten has deployed a nationwide 4G open RAN 
network and is in the process of establishing one for 5G. Interest 
in the United States is growing, with legislation that would pro-
vide R&D funding pending in the U.S. Congress and the Federal 
Communications Commission having held a large conference 
for government and industry leaders to discuss the subject in 
September 2020. India, which effectively banned the use of 5G 
network equipment from Huawei on India’s telecommunications 
networks, has a large software industry that could become a 
major force in a revamped telecommunications sector. Similarly, 
Australia’s software development companies could be formidable 
competitors in the space.

At the same time, Australia should corral the Quad and other part-
ners to pursue collaborative efforts on beyond-5G technologies. 
Industry experts project that initial deployments of next-generation 
telecommunications will begin around 2030, and research into 
the foundational capabilities is underway in Japan and the United 
States, among others. The Japanese government has formulated 
a beyond-5G strategy and is keen on multilateral partnership. 
Australia’s research community and high-tech industry are well 
placed to contribute to key capabilities including network virtu-
alization, quantum cryptography, and photonics.72

By instituting long-term strategic planning for the development 
and deployment of next-generation telecommunications, the 
Quad countries can position themselves for technological lead-
ership and as key enablers of innovation and economic growth. 
Prudent planning now will help to avoid much of the headache 
of the current state of affairs in the future.

Close the Digital Divide with Targeted 
Investments
The Quad should create a standing multilateral mechanism to 
fund secure and fair digital infrastructure development in mid-
dle powers and emerging countries. Such efforts would build on 
existing fair investment criteria and be anchored to the tenets of 
techno-democratic statecraft. Australia’s Department of Foreign 
Affairs and Trade’s export credit agency, Export Finance Aus-
tralia, could spearhead this effort together with the Japan Bank 
for International Cooperation, the U.S. International Development 
Finance Corporation, and the Export-Import Bank of India.

The first course of action should be to craft a shared strategic 
vision for the investments and digital infrastructure – 5G, finan-
cial technology, and maritime domain awareness tools, among 
others – that are of highest priority to the Quad. Next the group 
should determine which resources to allocate and where. Focus-
ing on telecommunications infrastructure and maritime domain 

As the early voice in recognizing the risks 
involved in having untrusted vendors as part of 5G 

telecommunications networks, Australia has outsized 
influence in the debate over securing the 5G future. 
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awareness tools in Southeast Asia is recommended to create a 
positive counterbalance to Chinese digital entanglement in the 
region and to help safeguard free and open access to the South 
China Sea and other sea lines of communication.

The Quad should adopt the investment criteria and certification 
model of the Blue Dot Network (BDN), an initiative to “promote 
infrastructure development that is open and inclusive, transpar-
ent, economically viable, financially, environmentally and socially 
sustainable, and compliant with international standards, laws, and 

Australia should leverage the Quad Tech Network to bolster its 
technology capacity. Each Quad member brings to bear an array 
of capabilities, human capital, and infrastructure, but Australia 
lacks the scale of resources that Japan and the United States 
in particular can typically apply to a problem. Through strategic 
partnerships in which Australia provides niche expertise and 
unmatched competencies, it can lay the foundation for broader 
capabilities in an array of scientific and technical domains.

Pursue Joint Research, Development, 
Testing, and Evaluation Programs
Opportunity abounds for joint R&D efforts to serve as a foun-
dation for innovation and entrepreneurship. Promising areas 
for collaboration include clean-energy technologies, rare-earth 
elements processing and recycling, information and communi-
cations technology, and space technologies. These efforts could 
build on existing bilateral efforts such as the United States-India 
Science and Technology Endowment Fund, the India Japan Sci-
ence Council, and longstanding Australia-Japan cooperation in 
science and technology.75

Testing and evaluation of component technologies and complete 
systems constitute another promising area.

regulations.”73 BDN’s current participants are Australia, Japan, 
and the United States. India should be encouraged to formally 
join BDN, because there is notable common ground in values 
underpinning the certification model: its underlying principles 
are rooted in the G20 Principles for Quality Infrastructure Invest-
ment, to which India is signatory, and the Equator Principles – a 
risk management framework for financial institutions focused on 
environmental and social risk in development projects –  which 
India’s IDFC FIRST Bank adopted.74

larger defense technology cooperative framework. While there is 
much common ground between the Quad and NTIB on the types 
of weapons systems and platforms required for their respective 
defense postures and force projection requirements, there are 
also substantial obstacles that would need to be addressed before 
such cooperation could be feasible. A general issue is India’s 
defense relationship with Russia, which involves substantial pur-
chases and maintenance agreements for military systems, and 
a potential defense logistics agreement.78 Any successful Quad 
relationship in this sphere would require India to cut such ties. 
There are two specific hurdles: implementing needed reforms to 
streamline NTIB implementation, particularly addressing intellectual 
property (IP) management and technology transfer stipulations, 
and addressing India’s industrial policies that are designed to 
promote self-reliance.

First, implementation of NTIB is being hindered by constraints 
and a lack of urgency on the part of U.S. defense policy officials. 
While there are numerous bilateral U.S.-led NTIB efforts under-
way, multilateral projects pursued by all four NTIB members have 
been limited to exploring new avenues of controlled technology 
transfer and foreign direct investment review. Critics point to in-
creasing opportunity costs for NTIB members while NTIB fails to 
live up to expectations. IP and export controls are notable barriers 
to achieving proper collaboration within the NTIB framework.79

Regarding IP, the main consideration would be whether to make 
Quad government-funded research publicly available whenever 
appropriate; to offer short-term patent protection to developing 
entities, after which the IP enters the public domain; or to imple-
ment a policy that mirrors the more common IP rights frameworks, 
with the caveat that the IP owners would be required to license out 
Quad-funded IP to third parties in the Quad member countries, 
with limited exceptions.

To ease joint research and technology transfer, changes would be 
necessary to existing export control and regulatory regimes. The 
U.S. International Traffic in Arms Regulations (ITAR) in particular 
poses a roadblock, because it restricts the export and import of 
defense articles even among allies. The Quad should explore a 

Vast open spaces are also an appeal: Australia’s Woomera Range 
Complex is the largest land-based test range in the world.77

A more ambitious, more difficult, and longer-term effort would 
be to create a Quad extension to the existing National Technol-
ogy and Industrial Base (NTIB) – currently comprising Australia, 
Canada, the United Kingdom, and the United States – to create a 

Together, the four countries offer access to the most 
extreme real-world testing environments, from the 

world’s highest mountains to the deepest ocean 
trenches, from the driest of deserts to steamy tropical 

rainforests, and from some of the coldest and to some of 
the hottest places on earth.76 

Opportunities to Build Australia’s Tech Capacity



15

Quad Tech Network QTN Series

limited “ITAR-free zone” to get rid of regulatory hurdles.80

Second, India’s industrial policies designed to promote self-reli-
ance constitute another constraint. New legislation – specific to 
defense policy – introduced in August 2020 requires domestic 
sourcing for a broad swath of weapons and platforms, including 
artillery, diesel-electric submarines, communication satellites, 
and shipborne cruise missiles.81 Another key barrier is New 
Delhi’s requirements for large offsets – contracted provisions to 
an import agreement – for joint R&D for, joint production of, or 
purchases of defense goods.82 Revised guidelines published in 
June 2020 shift more emphasis on production and manufacturing 
solely in the defense industry and away from civilian sectors to 
boost self- sufficiency.83 A more positive development is India’s 
raising the foreign direct investment cap in the defense sector to 
74 percent from 49 percent, but these caps should be eliminat-
ed for any Quad-related collaboration.84 Such policies have no 
place in comprehensive defense technology cooperation; they 
are by definition antithetical to the kind of proactive defense tech 
cooperation proposed here.

Create a Quad Human Capital Network
One of the Quad’s greatest collective strengths is its large and 
diverse reservoir of scientific and technical talent – an underuti-
lized resource. Barriers such as student and work visas, and 
bureaucratic hurdles to scientific exchanges, pose unnecessary 
obstacles to maximizing valuable human capital. Because tech-
nical innovations are more likely to occur with the free flow of 
ideas, new initiatives to foster cross- border collaboration within 
the Quad should be considered.

A Quad human capital network could include a Schengen-like 
arrangement where qualified scientists, technologists, and en-
gineers could readily travel and live in the Quad countries for 
research in the public and private sectors, and there could be 
regular talent exchanges to build networks and promote the 
exchange of ideas among scientists. Such arrangements could 
serve to bolster skills in critical areas such as AI, likely to be one 
of the most consequential technology areas in coming decades. 
Although the Australian government has articulated the importance 
of AI technologies for the country’s economy and society, its AI 
ecosystem is relatively underdeveloped.85 Particularly, Australia’s 
private sector lags behind its peers in AI adoption readiness.86

Set up Shared Compute and Data Resources
Another limiting factor for AI-related development is that innova-
tions in machine learning, especially deep learning, depend on 
large datasets and compute resources that are not widely avail-
able. The Quad should explore mechanisms to pool data and 
computing resources to facilitate broad-based and collaborative 
AI research. For example, the Quad could create a multilateral 
version of the U.S. national research cloud, an initiative to offer 
widespread access to computational resources and datasets to 
academic researchers across the United States. This effort has 
strong bipartisan support in the U.S. Congress.87

Pooling of standardized datasets from the four countries could 
facilitate training of machine learning models. Although privacy 
and other concerns place limits on which data are suitable for 
sharing, any major increase in data availability would be of value. 
In May 2020, Japan submitted to the World Economic Forum a 
framework for ensuring trusted open data flows to help boost 
international trade and industrial production.88 This framework 
could serve as a starting point for deliberations within the Quad 
on cooperative data governance to better capitalize on growing 
digitalization in the Quad economies.

Recent breakthroughs in fully homomorphic encryption also open 
up the possibility of using encrypted data for machine learning 
without revealing the actual contents of the data, thus making 
available more sensitive datasets.89

Organize Quad Innovation Competitions
Innovation prize competitions such as the U.S. Defense Ad-
vanced Research Projects Agency’s series of challenges and the 
XPRIZE Foundation’s contests have successfully tackled some 
of the toughest science and engineering problems.90 Organizing 
Quad-wide challenges would be an effective way to harness the 
diverse human capital pool of the group, particularly if multina-
tional team participation were emphasized. Such competitions 
could be geared toward addressing general problem statements, 
such as developing novel energetic materials and cost-effec-
tive carbon-sequestration technologies, or focused on narrowly 
defined issues, such as using nascent quantum computers to 
create high-quality synthetic data or using generative adversarial 
networks to design alternatives to rare-earth elements by creating 
new compounds of naturally-occurring materials.91
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Australia has the potential to bring about a consequential shift in 
international technology policy in creating the Quad Tech Net-
work. There is considerable opportunity for Australian leadership 
to craft affirmative initiatives that will strengthen both the country’s 
own economic competitiveness and that of its Quad partners. 
Particularly by anchoring this group’s activities in techno-dem-
ocratic statecraft,

Australia’s leaders can set a course to craft and execute an 
affirmative technology agenda by bolstering cyber security, se-
curing supply chains, pursuing 5G and beyond-5G technologies, 
and closing the digital divide in the Indo-Pacific with targeted 
investments.

Australia further has the opportunity to craft collaborative efforts 
that can boost its tech capacity in a range of disciplines. Among 
the Quad’s great strengths are its large and diverse pool of hu-

man capital, its wealth of knowledge and capabilities across the 
board in scientific and technical disciplines, and its extensive 
supporting infrastructure. Australia should tap into these strengths 
by pursuing joint research, development, testing, and evaluation 
programs; creating a Quad human capital network; setting up 
shared compute and data resources; and organizing Quad in-
novation competitions.

All the while, pursuing these efforts in the broader context of 
techno-democratic statecraft will promote more effective mul-
tilateral collaboration between like-minded countries and serve 
as a bulwark against encroaching authoritarianism by promoting 
norms and values for technology uses that comport with liberal 
democratic values. In doing so, Australia can help to ensure that 
its technological future is a beneficial one.

Conclusion

A team of engineers participates in an innovation competition held by the Defense Advanced Research Projects Agency. Quad-wide 
challenges with multinational teams could effectively harness human capital to solve the world’s toughest science and engineering 
problems. Picture: DARPA, https://bit.ly/39oE1On
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