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Executive Summary and key findings

MDA systems being disrupted by new information rich environment: Maritime domain awareness (MDA)
systems around the Indian Ocean region are being disrupted by technological developments, including
a proliferation of satellite sensing and new analytical tools. This has significant implications for MDA
information-sharing arrangements in the Indian Ocean and beyond.

Implications for MDA users

Greater use of open-source information: MDA users such as maritime enforcement authorities are now
gaining much greater access to information from a wide range of diverse sources, and this trend is likely
to increase significantly in future. This includes much greater use of open-source information, including
from private companies and NGOs. The long-standing monopoly that government agencies have had in
MDA is being challenged.

Greater reliance on analytical tools: The growing availability of online analytical tools using image
recognition and machine learning technologies can help to process large volumes of data to make it
useful for further analysis and operational purposes. The volume of data will still likely place significant
strain on the analytical capabilities of Indian Ocean countries, which are already thin.

Democratisation of information and intelligence: The proliferation of alternative information-sharing
systems may effectively democratise maritime information and intelligence in several ways. Smaller or
less wealthy countries may become considerably less reliant on larger countries for information.

Greater pressure on response capabilities: These developments may make broad swathes of the ocean
observed from spaces for the first time. This will place greater pressure on countries to have adequate
response capabilities, potentially requiring enhanced cooperation arrangements with other countries.

Implications for Australia

Building national capabilities of selected Indian Ocean partners: Australia’s policy is to help Indian
Ocean partner states build sovereign national maritime security capabilities, including MDA capabilities,
to enhance governance of their national jurisdictions and beyond. But there are significant constraints
on resources that it can commit to capability building the Indian Ocean region. This means that Australia
should leverage its strengths such as its expertise in MDA systems.

Help build common information-sharing platforms: Australia should work with Quad and other like-
minded partners to further develop the US-sponsored SeaVision system or establish a new common
information platform where MDA users can select from a menu of information products offered by
governments and non-governmental sources. The principal objective should be to establish a common
information platform that is used around the region, rather than creating a universal common operating
picture.

ANU National Security College
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Opportunities to take the lead in niche areas: Australia could consider taking a leading role in niche
MDA areas involving the development of information and response networks with selected Indian Ocean
partners. This could include using existing specialist Australian agencies/capabilities in the following
areas:

Cyber
Cable resilience
Environmental protection.

Help build analytical capabilities: Australia could also make a valuable contribution in using its exper-
tise to help selected Indian Ocean partners build their MDA analytical capabilities (which is likely to
come under ever greater stress).

Consequences for regional information-sharing centres

Need to adapt: Regional information-sharing centres (ISCs) will need to adapt to these developments to
ensure that they remain relevant mechanisms for regional cooperation. In many cases, they may find it
difficult to compete directly with online platforms as sources of tactical or operational intelligence for
MDA users around the region.

Review information-sharing systems: The reliance of regional ISCs on communication through Interna-
tional Liaison Officers does not provide an optimal solution for national MDA users seeking real-time or
near real-time operational information and intelligence.

Providers of strategic intelligence: Regional ISCs may need to more clearly define what they do and
don’t do. They could remain a valuable source of strategic intelligence/trend analysis, that is, as a source
of historical information that can be used in tracking and understanding broad trends in regional threats.

Improve use of International Liaison Officers: International Liaison Officers appear to be under-uti-
lised as conduits for information-sharing. Their presence at regional ISCs is a potentially highly valuable
resource and their roles could be expanded more towards regional liaison and multilateral response
coordination and other roles.



Organising for a new information rich environment

Challenge of integrating open-source: The growth of a new information-rich environment will involve the
diversification of information sources, requiring improved integration of open-source information with
non open-source information.

Importance of human intelligence: There will be no single answer to the challenge of establishing effec-
tive MDA, and despite technological developments, MDA users will still need to access information of
many different types. For example, the ease of information provided through new platforms should not
be allowed to obscure the importance of human intelligence, which can be crucial in understanding the
behaviour of maritime actors, and may not be replicated by technology.

Need for common information platforms: There is a need for a platform that can help users effectively
aggregate, correlate and analyse different sources of data that they individually wish to access. This
should facilitate commercial and NGO entities to ‘plug and play’ their products in a common platform
where MDA users can select from a menu of products provided by governments, companies and NGOs,
according to their circumstances. Given that users may choose to access different information sources,
this would not necessarily create a universal common operating picture.

New common information platform. The architecture of the US-sponsored SeaVision platform may be a
source of sensitivities among many MDA users in Indian Ocean states, and these sensitivities will likely
become increasingly apparent. The Quad partners should consider creating a new common platform
that is perceived to be more multilateral and transparent in nature than existing offerings.

Involving public and private agencies: The management of such a common information platform by a
consortium of civilian agencies and, perhaps, private companies, would also go some way towards miti-
gating political/geostrategic anxieties held by some MDA user countries. The involvement of private
companies in such a platform may also be a way of mitigating costs.
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Introduction

For many years, Australia largely neglected its ‘Second Sea’. However, it is now giving ever greater atten-
tion to the Indian Ocean as part of a determination to make an active contribution to the regional strategic
balance.’

Australia’s approach to the Indian Ocean emphasises the sovereign aspirations of countries in the region.
Foreign Minister Penny Wong recently described Australia’s vision for: “A region that is peaceful and predict-
able, that is governed by accepted rules and norms, where all of us can cooperate, trade and thrive. Where
a larger country does not determine the fate of a smaller country. Where each country can pursue its own
aspirations. Where no country dominates, and no country is dominated.”

Those principles underlie Australia’s current contribution to regional security by helping to build the sover-
eign national capabilities of its Indian Ocean partners.

For many years, the Indian Ocean was the ‘wild west’ of the world’s oceans, a space where numerous mari-
time security threats affected some of the world’s most important trading lanes and the prosperity and
stability of many countries. These challenges underline the need for Australia and its partners to support
regional maritime security.

Australia’s efforts to help develop the capabilities of Indian Ocean partners include bolstering their ability to
uphold international norms and respond to a range of maritime threats. Importantly, it also involves enhanc-
ing their maritime domain awareness (i.e. their situational awareness in the maritime domain) as an essential
foundation for their ability to govern their maritime jurisdictions.

Building effective MDA requires effective monitoring and surveillance capabilities and effective mecha-
nisms for sharing of information and intelligence. These have now become an important focus for regional
maritime security.

However, technological developments are now disrupting traditional approaches to building MDA. In partic-
ular, the proliferation of satellite-based sensing and computer analytics is creating a new information-rich
environment. This will have significant consequences for regional cooperation in the Indian Ocean.

This report is divided into five sections:

Section One discusses why MDA is an essential prerequisite to enhancing maritime security in the Indian
Ocean, and then explains the ways in which effective MDA can be achieved.

Section Two describes the current state of MDA architecture in the Indian Ocean, including the development
of national fusion centres and then the establishment of regional information-sharing centres to promote
the sharing of information between different countries.

Section Three discusses the evolution of a new information-rich environment, including the proliferation of
earth observation satellites with new types of sensors and the availability of automated analytical tools, and
how this is creating a virtual deluge of information and intelligence for MDA users.



Section Four discusses the development of new web-based information-sharing platforms being offered by
governments, private companies and NGOs. Collectively, these give MDA users many new options to access
information.

Finally, Section Five assesses the implications of these developments for MDA users, for regional informa-
tion-sharing systems and for Australia. It concludes that Australia and its like-minded partners can play an
important role in facilitating Indian Ocean countries building effective MDA and maritime security capabili-
ties within this new information rich environment.

We hope that this report will be a useful basis for further discussions about these issues by MDA practi-
tioners and policy-makers around the region. A glossary of terms used in this report is contained in Appendix
1.

David Brewster
Simon Bateman

Canberra

September 2024
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Section 1: Imperatives to share maritime
iInformation and intelligence

This section looks at why many Indian Ocean states are giving priority to MDA as an essential foundation
for maritime security. It considers how MDA is developed, the imperatives to share maritime information and
intelligence, as well as some of the political or strategic aspects of MDA.

Why is there a focus on enhancing maritime domain awareness in the
Indian Ocean?

The Indian Ocean is the ‘wild west’ of the world’s oceans. It is a maritime space where multiple maritime
security threats and challenges have the potential to affect regional security and stability and interfere with
some of the world’s most important trading lanes.

The Indian Ocean, particularly in the northwest region, faces many conventional naval threats from actors
such as Iran and its proxies such as the Houthi insurgents. China’s growing naval presence is also creating
anxieties for many countries. But in many parts of the Indian Ocean, maritime threats are often principally
transnational in nature, including piracy, drug smuggling, people smuggling, illegal fishing and shipping
accidents, in addition to the impacts of climate change and other environmental threats.

For many Indian Ocean countries, these transnational threats represent a major security priority.> Among
other things, these threats can have a significant impact on the ability of Indian Ocean states to exploit
marine resources and protect the vital trade and communications on which they depend for economic devel-
opment and prosperity.

Many of these maritime threats go largely unaddressed by either local or extra-regional countries. This
reflects the number and variety of challenges, the lack of maritime surveillance and response capabilities of
many states, and the huge size of the ocean. Indeed, many Indian Ocean countries have little real knowledge
of what is occurring in their own maritime jurisdictions, let alone in the expanse of high seas beyond, and are
unlikely to have adequate capabilities to respond to all threats.

Consequently, many Indian Ocean states are increasingly giving high priority to enhancing their MDA to
improve their situational awareness in the maritime domain — knowing what is occurring on, above and
below the water — as an essential starting point to enhancing maritime security. Without such an under-
standing, there is little chance for regional states to properly govern and respond to threats in their maritime
spaces.

Given the huge size of the Indian Ocean, it is not feasible to have complete real-time situational aware-
ness over the entire ocean space. Achieving ‘effective’ MDA means achieving a degree of situational
awareness over a selected maritime space sufficient for relevant authorities to understand and potentially
respond to a particular maritime threat. Achieving effective MDA may involve quite different considerations
and geographic spaces, depending on what the identified threat is. Effective MDA will differ according to
whether the identified threat is, say, illegal fishing or people smuggling or potential shipping accidents. In
other words, effective MDA is not a singular or permanent state of affairs.

Most countries focus on trying to achieve limited situational awareness in their immediate waters, including
their territorial seas and exclusive economic zones, although countries such as Australia also try to ‘see’ as
far beyond that as possible to gain longer notice of approaching threats.



How do you build effective maritime domain awareness?*

Building effective MDA can be difficult in practice. It involves a lot more than sending an aircraft out to spot,
say, an illegal fisherman or a drug smuggler. The ocean is huge, and usually too big to find things without
having a good idea of where to look first. This often means compiling large amounts of data from different
sources and making sense of it to identify vessels of interest that require further investigation.

Building maritime domain awareness typically involves pulling together information on the maritime domain
that was created for different purposes by a wide range of sources. This includes information from Auto-
matic Identification Systems (AlS), Long Range |dentification and Tracking systems, Vessel Monitoring
Systems, regional and national vessel registries, customs and port intelligence, criminal investigations, data
from coastal radar, aircraft (crewed and uncrewed), satellite, ocean surface and undersea sensors, and infor-
mation from ocean users such as shipping companies, fishers, coast watchers, and more.

Many countries in the Indian Ocean region have established national information fusion centres to help
improve MDA for government agencies such as navies, coast guards and fisheries agencies that have
responsibilities in the maritime domain. These national fusion centres correlate or ‘fuse’ data from many
different sources to produce a ‘common operating picture’. In broad terms, this is a consolidated picture of
vessels or other developments in each maritime space, based on all available information.

There are significant challenges in creating a common operating picture using data from such a wide range
of different sources, of differing quality and trustworthiness, and including both classified and open-source
information. One of the biggest challenges in creating a common operating picture is the civil-military-com-
mercial divide. Data on the maritime domain is sourced from a variety of military, law enforcement and civil
government agencies, as well as commercial entities. Each will have its own agenda, laws, motivations and
concerns about information security based on national security considerations or commercial sensitivities.
Military agencies will be wary of sharing information of a military nature. For private bodies, the location,
course, speed and cargo of a particular ship, or the favoured fishing grounds of fishing vessels, can be
significant commercial secrets that would be of great interest to competitors.

AIS data often provides a starting point in creating a common operating picture, particularly in determining
the location of commercial vessels. AIS devices are automatic transmitting devices required to be operated
by larger transport vessels under International Maritime Organization (IMO) rules,® which transmits a vessel’s
location and other information about the vessel. The IMO requirement to transmit AIS data is supplemented
by rules of some countries, many countries do not effectively enforce it. AIS transmissions were originally
only gathered by terrestrial receivers and other ships, but since 2008 also they also transmit to satellites.
AlS data is open-source information available online. Figure 1 shows a screenshot of AIS data on commercial
vessels in the northern Indian Ocean and Southeast Asia.
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Figure 1: Screenshot of AIS data on vessels in the northern Indian Ocean as at 11.35am on 11 July 2024. (Source: Marinetraffic.com)

But while AIS data are extremely useful, AlS only provides data on vessels that want to be seen. Despite
IMO rules, many vessels do not carry AIS devices or other automatic location devices. If they are carrying an
AlS device, they may switch it off so go ‘dark’ and cannot be seen, or ‘spoof’ their AlS devices (i.e. interfere
with the devices so that they transmit false vessel identities or locations). Indeed, there are a whole range
of practices that allow vessels conducting illegal activities to hide in plain sight, such as ‘laundering’ vessel
identities by swapping identities with ‘clean’ vessels or ‘zombie’ vessels that have been scrapped.® The iden-
tification of vessels that have their AIS devices switched off is an important step in identifying potential bad
actors, but in some cases the behaviour of vessels that are apparently transmitting by AIS may also need
to be investigated. This is why it is necessary to use data from multiple sources, particularly to determine
vessels that may be involved in unlawful activities.

Another type of automatic identification devices is a Vessel Monitoring Systems (VMS). These are widely
used in the monitoring of fishing fleets. Like AlIS devices, these automatically transmit a vessel’s location

to satellite or terrestrial receivers. However, unlike AlS, VMS devices are fitted to fishing vessels and their
data is generally available only to national fisheries agencies. While VMS are principally used for fisher-

ies management, the data can have significant value in countering piracy, or the use of fishing boats for
purposes such as drug running or people smuggling.” However, there may be commercial sensitivities
about sharing such data with other countries, and there may be concerns about illicit fishing by neighbours.
Some Indian Ocean countries are prepared to share VMS data with others, but others may be quite reluc-
tant to do so, significantly limiting the value of VMS data as a regional MDA tool.

The other key position-reporting tool is the Long Range Identification and Tracking (LRIT) system. LRIT regu-
lations apply to all passenger ships, cargo ships larger than 300 tonnes, and mobile offshore drilling units.
A vessel’s flag state will generally require a ship report its position every six hours. However, like AlS, the
system can be manipulated to not report, provide wrong position data or transmit an incorrect maritime
mobile service identity (MMSI).

Systems such as AIS, VMS and LRIT are all essentially self-reporting tools that historically have been
supplemented from data gathered from many other sources, including, for example, from maritime aerial
surveillance and shipping and fishing industry sources. Notably, effective MDA often requires inputs from
people who have an understanding of the patterns of life of maritime actors.



In recent times it has become increasingly possible to correlate AlS, VMS and LRIT data with data coming
from various satellite earth observation systems, particularly those commonly found in low earth orbits.
This helps identify vessels that are not transmitting their positions for whatever reasons. These satellites
can now provide a range of data on surface and even subsurface activities from several different types of
sensors. In broad terms, these include the following:®

Electro-optical (EO) imagery that can produce imagery of a wide area (or, with appropriate cueing, on
selected vessels). EO derives data from the ultraviolet through the infrared portions of the electromag-
netic spectrum. EO sensors are typically passive, which means they use natural electromagnetic energy
sources such as the sun, naturally occurring radiation, or emitted heat. They generate data by captur-
ing the reflected or emitted electromagnetic energy from an object. These sensors, which operate only
in a passive or ‘receive’ mode, do not emit energy. The effectiveness of electro-optical sensors can be
degraded or denied by adverse weather, light conditions, and atmospherics.

Visible Infrared Imaging Radiometer Suite (VIIRS), used to detect light emissions from vessels.

Synthetic Aperture Radar (SAR) is a type of radar that can detect vessels or other objects. SAR detec-
tion can be used at night or through clouds. SAR illuminates objects with pulses of microwave energy.
It is generally used over a wide area, but if commanded by the satellite operator, the radar can be refo-
cused to produce high-resolution images of a single vessel; and

Radio Frequency (RF) detection, involving the detection of the location of vessels through radar or radio
emissions.

Data from earth observation satellites can be extremely useful in locating and identifying potential vessels
of interest, including through tracking their behaviour. But this data can also be used for many other
purposes in improving situational awareness in the maritime domain. For example, satellite data (including
EO imagery and SAR) can be used to detect oil spills and other environmental developments.®

In future, data from earth observation satellites will likely be supplemented by considerable amounts of
data from a range of new surface and subsurface sensors (including from surface drones, wave gliders and
fixed-cable sensors). This will be discussed in greater detail in section three of this report.

But collecting data from many sources is not enough. Data from different sources needs to be correlated
or fused, and then analysed or made sense of to turn it into awareness or intelligence. For these purposes,
we define ‘intelligence’ as information that has been analysed and refined so that it is useful to policymak-
ers in making decisions.'® Intelligence can be used for military or non-military purposes, and in the case of
MDA it is principally used in support of maritime law enforcement efforts. Producing maritime intelligence
traditionally required human analysts with a deep understanding of marine affairs and shipping and fishing
industries, but there is an increasing reliance on automated analytical tools to process large amounts of
data.

The maritime intelligence product can be of different types. Maritime intelligence may be operational or
actionable intelligence about a particular threat, that may, for example, include the location, heading, speed
of a vessel of interest, who is operating it, and what it may be doing or intending to do. Operational intelli-
gence about a particular vessel can then provide a basis for decisions about an appropriate response by
relevant maritime law enforcement agencies to a particular threat.



Maritime intelligence can also be strategic intelligence about the overall threat picture, including the
trajectory of newly emerging threats. Strategic intelligence analysis is intended to provide longer-term
assessments on emerging threats, which reduce uncertainty while also providing warning for senior deci-
sion-makers." Strategic intelligence is essential for maritime enforcement authorities to establish priorities,
allocate resources and, potentially, pre-empt future threats.

One of the biggest problems in building maritime domain awareness comes from the vast size of maritime
spaces and the transnational character of the maritime industries, where for instance a single transport
vessel might involve dozens of different jurisdictions (e.g. flag state, owners, charterers, crew, cargo owner-
ship, origin and destination). Achieving even limited situational awareness in the maritime domain is usually
beyond the resources of many countries, acting alone. For nearly every country in the world, it is only possi-
ble to build MDA through the mutual sharing of maritime information and intelligence with other countries
and stakeholders.

However, cross-border information-sharing by countries involves further complications. There are height-
ened concerns about maintaining security of classified information, and national agencies may be concerned
about maintaining commercial confidentiality in relation to that country’s merchant or fishing vessels. Some
agencies may, for example, acquire shipping information from commercial providers on terms that it cannot
share with other countries. Law enforcement authorities may be unwilling to share information with other
countries due to potential consequences for citizens, or are restricted by privacy and other national laws.
Complications such as these that might potentially be resolvable in dealing with a trusted partner can be
magnified almost exponentially when contemplating sharing information on a multilateral basis.

But the fact remains that effective security in the maritime domain is frequently a collective endeavour
involving more than one country. Indeed, countries can only hope to achieve security in the maritime domain
through cooperation, including through sharing information and intelligence and, where possible, coordinat-
ing responses to threats. This is particularly the case in the Indian Ocean, where most states have severe
limitations on the resources they can devote to maritime security.

Finally, while the sharing of maritime information and intelligence involves many technical issues, MDA coop-
eration, even if only for maritime law enforcement purposes, has a significant political and strategic element.
Several questions might arise: Who are the partners one is prepared to share information with? How can
MDA systems be used to counter or deter state-based threats? How can MDA cooperation be used to extend
the power and influence of a country’s decisions in the maritime domain?

These issues will be inherent not only in the information/intelligence being shared, but also in the design of
MDA information-sharing systems. For example, to what extent can certain systems be used to restrict or
bias flows of information to MDA users? Alternatively, to what extent can they help diversify sources of infor-
mation and analysis available to MDA users?

There are concerns among some Southeast Asian countries that certain MDA systems (and even the term
‘maritime domain awareness’ itself) is being used by the United States as a tool to contain China.'’? China’s
Global Times has argued that the Quad’s Indo-Pacific Maritime Domain Awareness Initiative, in helping
Southeast Asian countries track Chinese vessels in the South China Sea, is spreading the ‘Chinese threat
theory.”® These anxieties and claims need to be acknowledged from the outset and considered in designing
information- and intelligence-sharing systems that mitigate concerns and meet the needs of MDA users.



Section 2: The current state of regional
MDA architecture in the Indian Ocean

This section considers the current state of regional MDA architecture in the Indian Ocean. How have Indian
Ocean countries and other key stakeholders organised themselves to build MDA through their own efforts
and through sharing maritime information and intelligence?

National MDA systems

The starting point for understanding MDA in the Indian Ocean and elsewhere is the role of national infor-
mation fusion systems. National information fusion centres have a principal role in collecting information
from domestic and international sources, creating a common operating picture, and providing intelligence to
decision-makers who then decide on and coordinate an appropriate response by national maritime security
agencies.

In the 20th century, building MDA was essentially the job of navies, largely relying on data provided by
naval sources. This was then used to coordinate responses to threats by navy (or, perhaps, coast guard)
assets. This was usually done through maritime operations centres (or ‘MOCs’), which coordinated naval
responses to military threats or constabulary tasks such as countering piracy or conducting search and
rescue operations.

But since the beginning of this century there has been a recognition that countries need to move beyond
this navy-centric approach to counter a broad range of civil maritime threats. This required access to a wider
range of information than was previously the case and the coordination of multiple military and civil agencies
that have responsibilities in the maritime domain.

Over the past 20 years, more and more countries have established multi-agency centres focused on civil
maritime security threats, with dedicated staff that collect, fuse and analyse data and help coordinate
responses. These centres are generally separate from naval MOCs, which generally operate at a higher level
of security, with a principal focus on conventional state-based naval threats.

For Australia, the 911 terrorist attacks and a surge in illegal immigration by sea led to a realisation that a
whole-of-government approach was required in relation to civil maritime threats. All government agencies,
military and civil, with responsibilities in the maritime space were required to share information to create a
single operating picture and then cooperate in a joint response to threats. The Border Protection Command™
was established in 2005 to lead and coordinate Australian maritime security operations by military and civil
agencies through a centralised operations centre, now known as the Australian Border Operations Centre
(ABOC). ABOC acts as Australia’s national information fusion centre for all civil maritime threats. Informa-
tion is sourced not only from government agencies, but from many other stakeholders such as shipping
companies and international partners. As will be discussed later, this increasingly includes information and
intelligence from commercial sources and NGOs, often open source or semi-open source in nature.

ANU National Security College
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Figure 2: Australian Border Force Commissioner Michael Outram at the Australian Border Operations Centre (Source: The Australian)

The establishment of ABOC represented a major step up for Australia’s MDA, particularly in northern and
Indian Ocean waters, which had a significant focus on people smuggling and illegal fishing. The work of
ABOC, together with other government policies, significantly mitigated these threats to Australia’s interests.
These systems are never perfect, but they are quite effective as a deterrent in policing exclusive economic
zones (EEZs) against many threats.

Over the past couple of decades, many other Indian Ocean countries have also established national infor-
mation fusion centres, generally operated by national navies or coast guards, that fuse information from a
variety of sources.

For some years, India has been moving towards a whole-of-government approach in MDA. Following the
2008 terrorist attacks in Mumbai, the Indian Navy established the Information Management and Analysis
Centre (IMAC) near Delhi as India’s nodal agency for maritime information and monitoring. This is currently in
the process of being upgraded into a National Maritime Domain Awareness Centre that will house represen-
tatives from 15 agencies under seven government ministries.'

Many other Indian Ocean states have established national information fusion centres, including Singapore
(Maritime Crisis Centre, established in 2011);'® Indonesia (Sea Security Coordination Centre, established in
2014);" Thailand (Maritime Enforcement Command Centre, established in 2019); Pakistan (Joint Maritime
Information Coordination Center, established in 2013);'® Sri Lanka (Information Fusion Centre, established in
2022);'° Maldives (Information Fusion Centre, due to be officially opened in 2024); and Bangladesh (Informa-
tion Fusion Centre, in the process of being established).2° Several states in the Western Indian Ocean have
also established, or are in the process of establishing, national information fusion centres.



To a greater or lesser extent, these centres theoretically seek to facilitate a more whole-of-government
approach to MDA, even if in practice information often remains siloed among different government agencies
including fisheries, shipping and police agencies. Many countries in the Indian Ocean region also face signif-
icant resource constraints, meaning there may be very limited on-water and aerial surveillance capabilities.

In building a common operating picture of surface vessels, national fusion centres tend to rely heavily on
AlS data, (their own) national VMS tracking systems installed on commercial fishing vessels, and data from
platforms such as SeaVision and IORIS, discussed below. One significant challenge is the identification of
vessels engaged in illegal fishing (both foreign and domestic), as well as vessels engaged in drug and human
smuggling. In many cases, these vessels may go ‘dark’ by not transmitting or otherwise ‘spoofing’ their AIS
or VMS data. In addition, as noted previously there are also many types of vessels that are not required to
carry vessel-tracking devices. For example, Indian Ocean countries such as India, Bangladesh and Sri Lanka
have large fleets of many thousands of small artisanal fishing vessels that are not required to carry tracking
devices, which create significant problems for law enforcement and safety.

Regional Information Sharing Centres

While the establishment of national information fusion centres has been a big step forward in building MDA,
they have their limitations. National maritime enforcement agencies may not have access to all informa-
tion on activities in their areas of interest and want to be warned of threats approaching their waters at the
earliest possible stage. This means they will often require information and intelligence shared by foreign
partners.

While some bilateral information-sharing arrangements exist between Indian Ocean neighbours,?' these
tend to be limited in nature and may not capture information held by third parties. Consequently, ‘regional’
information sharing centres (ISCs) have been established to pull together and share information from neigh-
bouring countries and other partners. These are intended to act as regional clearing houses of maritime
information among participating member states. The idea is that if a whole-of-government approach to MDA
is good, then a whole-of-region approach in which nations can share information and even intelligence with
each other must be even better. While the ISCs principally involve sharing of information, they also distribute
trend analysis that could be broadly considered a form of strategic intelligence.

In the Indian Ocean, regional information-sharing centres have been established in Singapore, Delhi, Mada-
gascar and several in and around the Persian Gulf. In 2009, Singapore was the first to create a regional
information sharing centre (Singapore IFC). In 2016, the Regional Maritime Information Sharing Centre
(RMIFC) was established in Madagascar. The Areas of Interest in the Indian Ocean of the Singapore IFC
and RMIFC are shown in Figure 3. In 2018, India opened the Information Fusion Centre-Indian Ocean Region
(IFC-I0OR), whose area of interest covers the entire Indian Ocean and beyond, into Southeast Asia and Gulf of
Guinea off West Africa.
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Area of interest of the RMIFC & the RCOC
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Figure 3. Areas of interest in the Indian Ocean of Singapore IFC and RMIFC. (Source: Indian Ocean Commission)

The three regional fusion centres follow broadly similar models for information-sharing. This involves chan-
nelling information to and from the regional centre through International Liaison Officers (ILOs), generally
mid-ranking naval officers from partner countries that are posted to the premises of the regional centre.
The ILOs are supposed to be responsible for sharing information to and from their own countries. Today, the
Singapore IFC has some 26 ILOs representing 21 countries, and Madagascar RMIFC has some seven ILOs,
while the Indian IFC-IOR currently has some 14-15 ILOs, with plans to build new facilities that may accommo-
date up to 40 ILOs.

Information is shared with regional centres through bilateral agreements between the centre’s sponsor and
partner countries. For example, India’s IFC-IOR’s information sharing operations are supported by more than
25 bilateral ‘white shipping’ agreements with participating countries and organisations. These are intended
to facilitate the sharing of information on commercial shipping, such as data on participating countries’
flagged vessels obtained through LRIT systems, but do not provide for sharing of information on so-called
‘grey’ or naval vessels. Nor do they provide for the sharing of national VMS data on fishing vessels or the
activities of research vessels.

There are some important differences between the regional centres that could affect their relationships
with participating partners. The Singapore IFC is sponsored by Singapore, which seeks to position itself as
a useful information hub for the much larger Southeast Asian states around it. The Delhi IFC-IOR is spon-
sored by India, which seeks to position itself as the leading Indian Ocean state and as ‘net regional security
provider’ or ‘first responder’ throughout the Indian Ocean.

In contrast, the Madagascar RMIFC was established pursuant to a regional multilateral arrangement among
seven smaller Western Indian Ocean countries.?? The Madagascar RMIFC is complemented by its sister
entity, the Regional Coordination Operations Centre (RCOC), located in Seychelles, which is part of the
same multilateral arrangement. The RCOC'’s role is to coordinate responses using the maritime enforcement
assets of the member states and international partners. This includes some 20 naval assets and four aircraft
made available by the seven partner countries, as well as regional naval and air assets of EUNAVFOR and
the United Kingdom. The pooling of assets for operations that cross the maritime jurisdictions of multiple
partner countries is underpinned by legal frameworks among the partners for coordinated actions at sea.



The RCOC states that it conducted some 17 combined operations between November 2020 and May 2024.
As one example, Operation Yellowfin in November 2022 involved patrol vessels and aircraft from Seychelles
and Mauritius interdicting an illegal fishing vessel that was almost certainly intentionally operating on the
border of the Seychelles and Mauritius EEZs — which would otherwise significantly complicate the enforce-
ment efforts by any single country (see Figure 4). The experience of the RCOC is an important reminder of
the need to match regional information-sharing arrangements with regional response arrangements.

OPS Area Seychelles & Mauritius — 424,287 km?

Flight time — 28:35hrs
Seychelles Dornier 6:30hrs
Mauritus Dornier 22:35hrs

Maritime patrol time: 70:33hrs
NCG Baracuda (Mauritus) 9 days 17hrs
PS Etoile (Seychelles) 7 days

Monitored Vessels: 08

VOI Boarded : 1 - Ruey Chien Tsai 168Taiwan Flag —
unauthorized use of Mauritian flag

Figure 4: RCOC Operation Yellowfin (Source: Regional Coordination Operations Centre)

There are no formal institutional arrangements for information-sharing among the regional centres on an
ongoing basis, other than an MoU between the Indian IFC-IOR and the RCOC. As will be discussed later,
initiatives such as ‘SHARE.IT’ (an information-sharing tool offered by the CRIMARIO Il organisation) could
help in strengthening the informal exchange of data and collaboration between various information-sharing
centres.

Although they deal only with non-military maritime security threats, the effectiveness of regional informa-
tion-sharing centres is nevertheless constrained by geopolitical competition and national interests. The
Madagascar RMIFC (and its partner Seychelles RCOC) appear to be effective in channelling and acting
upon information provided by partner countries, perhaps reflecting its multilateral nature, rather than being
sponsored by any single country. For the Singapore IFC, the presence of a Chinese ILO may constrain the
willingness of several partner countries to share any sensitive information, while the Indian IFC-IOR’s oper-
ations may also be affected by India’s relationships in the region. The sharing of information on a selective
basis (whether by a regional ISC or by its partners) can also significantly undermine the ISC’s intended role
as a neutral information clearing house and can also distort trend analysis.

The stationing of ILOs at regional information-sharing centres involves significant investments from part-
ner countries and represents a potentially valuable resource for regional cooperation. However, the
effectiveness of ILOs can vary. They usually operate as individuals in a host country, with little guidance.
Consequently, it has been observed that their performance (and therefore the quality of information shared
with home agencies) will be proportional to their personal level of proactivity and dynamism. Overall, the
ILOs stationed at regional centres do not always appear to be well-utilised.
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In addition, in our view, communication methods that principally rely on ILOs are not sustainable in the long
term. In general, the ILOs are provided with information by the IFCs that is then communicated with home
agencies by email or messaging apps. Weekly and other periodic summaries are also prepared and distrib-
uted by email.

With the exception of the Singapore IFC, the regional information-sharing systems in the Indian Ocean do
not provide a networked common operating picture that is available to national fusion centres of partner
countries. The Singapore IFC offers the IFC Real-time Information Sharing System (IRIS) as a tool to provide
a common operating picture for partners, although it is understood to be rarely used in practice.

Overall, reliance on ILOs as the principal channel of communications can significantly limit any potential
utility of regional information-sharing centres as a source of real time operational intelligence for partner
countries, although they remain a useful source of historical and contextual information.

This model for regional information-sharing is now facing significant disruption. Technological developments
have led to a massive increase in data sources and analytical tools available to MDA users. Already, regional
information-sharing centres such as Delhi IFC-IOR and Singapore IFC are the source of only a small propor-
tion of operational information and intelligence used by partner countries around the Indian Ocean. That
proportion is likely to fall in the future as MDA users gain greater access to networked information from
international information and intelligence providers. This may require regional information-sharing centres
to adapt to new roles.



We are increasingly seeing a new information- and intelligence-rich environment that will change the way
MDA is done in the Indian Ocean and elsewhere in the Indo Pacific. Indeed, for the first time in history, the
quantum of data, together with the use of automated analytical tools, has the potential to turn significant
parts of the ocean into observed spaces.

Recent technological developments are producing vast amounts of data from new sources, including satel-
lite sensors and, in the long term, a new generation of surface and undersea sensors. Another change is
the availability of new automated analytical tools, including Al and machine learning (ML) tools, that can
correlate and analyse multiple sources of data and detect anomalous behaviour. The amount of data that
is becoming available in the maritime domain makes it particularly suitable for automated analytical tools.

Data from satellite-based sensing

The most obvious change in recent years has been a significant increase in access to satellite-based data,
much of it from a plethora of new earth observation satellite systems, both government and commercial.
As discussed previously, this includes data provided by several different types of sensors, including elec-
tro-optical imagery; Visible Infrared Imaging Radiometer Suite (VIIRS); radio frequency (RF) detection; and
synthetic aperture radar (SAR).2®

Figure 5. ‘Dark rendezvous’ transhipment by two tankers not emitting AlS signals, captured by SAR sensors and visualised in 3D.
(Source: ICEYE)

These satellite-based sensors provide large amounts of data, sometimes at close to real time, making it
much easier for MDA users to identify vessels of interest for further investigation. The satellites and their
data are controlled and managed by many individual governments (e.g. Japan - JAXA, France - CLS) as
well as commercial organisations ( e.g. Airbus, UnseenlLabs, ICEYE, PlanetSAT, HawkEye 360, Capella and
UMBRA).



Although commercial satellite data has been historically expensive to access - and still is in many cases -
access to data is improving due to the proliferation of small, low-cost satellites, many of them in low earth
orbit. Data, particularly from satellites operated by governments, regional groupings or scientific organisa-
tions, can now often be acquired at relatively low or no cost. As an example, the US-based Skyfi company
currently offers optical images of 25 km? areas at very high resolution (30-50cm per pixel) at USS300 per
image for retail customers, or similar resolution SAR images at US$S950 per image (see skyfi.com).

This trend of more easily available data at lower costs will likely be accelerated by the decision of the US
National Oceanic and Atmospheric Organization (NOAA) in August 2023 to loosen national security-related
licensing restrictions on US commercial remote sensing firms. While effectively opening up the customer
base for space-based imaging firms, the rule change may be particularly important for operators of satel-
lites with SAR.?4

Figure 6: Chinese squid fishers off Oman captured on VIIRS sensors. (Source: Maritime Executive)

New analytical tools

The new generation of earth observation satellites produce far more data than human analysts could ever
handle. Processing this data requires high-speed, high-volume computer analytic capabilities derived from
image recognition and ML technologies that can process the data quickly enough to be useful for opera-
tional purposes. Satellites may also increasingly use onboard processing to reduce the need to transfer so
much data. Big data analytics can also be used to make information useful for operational purposes, such as
identifying links between a vessel of interest and its ultimate backers.?®

Some benefits of these new analytical tools include improved threat detection and response times, more
efficient resource allocation and enhanced decision-making processes. Al can also help support that ability
of autonomous vessels and drones to operate autonomously, further improving surveillance and monitoring
capabilities.



These new analytical tools are being developed not only by governments and large military contractors, but
also by a range of actors that include NGOs, academics and start-ups, making them increasingly accessible.

These tools can be used to correlate and analyse multiple sources of data and detect anomalous objects
or behaviour. This makes these tools useful for say, spotting a capsized fishing boat in a search and rescue
operation, or for spotting potential vessels of interest that are not behaving in accordance with normal
‘patterns of life’.

There are two basic approaches to detecting anomalous behaviour of vessels. The ‘Exception from the
Modelled Normal Behaviour’ approach is usually used to build models of normal vessel behaviour from
historical data. These models are then used to classify new vessel observations as normal or anomalous.
They generally estimate the degree of deviation of a new target from the learned model of normal position-
ing/location, speed or trajectories.

Another approach is the ‘Defining Anomalous Behaviour’ approach which uses as a starting point some
elementary base facts about the movement of vessels at sea. For example, the majority of vessels, espe-
cially in the open sea, seek to optimise fuel consumption by manoeuvring very little and keeping their speed
constant. Vessels navigating in deep waters rarely perform manoeuvres in order to reduce ship trajecto-
ries into a sequence of waypoints. A vessel’s pattern is made of events that tend to repeat in a specific
timeframe and predictable manner. For example, while heading towards a fishing zone, one pattern may be
normal for a fishing boat, but should be marked as anomalous for a tug boat.

For example, Global Fishing Watch, working in conjunction with several non-governmental partners, uses a
ML model applied to its comprehensive vessel registry database to classify vessels into one of 40 vessel
categories such as trawler, longliner or cargo. ML models then use vessel-tracking datasets (AIS/VMS),
along with the classification data, to identify when and where a vessel is fishing based on its movement
patterns. For satellite imagery, ‘object detection’ models are used to distinguish vessels from other objects.

These new tools are also used to identify vessels that are ‘spoofing’ their GPS or transmitting a MMSI not
assigned to them. ML algorithms will automatically separate signals coming from multiple vessels using the
same MMSI, and also detect when the broadcast location is inconsistent with the location of the satellite
that detected the signal.?®

Data from surface and undersea sensors

In future, we should expect that large amounts of satellite-based data will be supplemented by large
amounts of data from new surface and undersea sensors - again, from a combination of government and
non-government providers. Like data from earth observation satellites, this data will likely initially be largely
available to more developed countries, becoming progressively more accessible to more users as the
number of sensors proliferate.

Data from the ocean surface will be driven by the proliferation of buoys and uncrewed surface vehicles
(USVs) operated by state agencies and scientific and commercial operators. There are many startups operat-
ing in this space, such as the United Kingdom-based company Oshen, which has developed tiny autonomous
sailboats that can be steered on selected courses, unlike floating buoys that generally cannot be steered.?”

The US-based Saildrone already deploys a fleet of dozens of USVs with hull lengths of 10m and 20m, primar-
ily using sail propulsion with back-up diesel or electric propulsion. They have a cruise speed under sail of
5-6 knots and a listed endurance of more than three months. They can be fitted with payloads of active and
passive sensors for a range of applications including defence, law enforcement and ocean mapping. The
USVs are operated remotely by Saildrone, which then sells the data. In 2019, a Saildrone USV circumnavi-
gated Antarctica over a period of more than six months.



The US Navy and others have been experimenting with using multiple Saildrone USVs in a networked manner
for surveillance in the Persian Gulf (which included an attempt by Iranian vessels to interfere with a Sail-
drone in 2022).28 In January 2024, the Bahrain-based US Naval Task Force 59, stood up a new Task Group
59.1, which is focused on the operational deployment of uncrewed systems in the northeast Indian Ocean.?®

In future years, we should also expect a significant increase in data on the undersea environment from the
proliferation of new undersea sensors. Undersea cables have the potential to be transformed into under-
sea sensor arrays. Environmental sensors are being installed inside repeaters for undersea communications
cables as part of the Science Monitoring and Reliable Telecommunications (SMART) cables initiative. In
2012, UN agencies, including the International Telecommunication Union, the IOC, and UNESCO established
the Joint Task Force on SMART cable systems.3° Scientific use cases include sustained ocean observation
and earthquake/tsunami warning and climate monitoring.®'

Cable-mounted sensors can also be used to monitor underwater vehicles, as modern equivalents of the Cold
War era Sound Surveillance System (SOSUS) operated by the US. These have already been deployed in
some parts of the world. Indeed, in 2021 a Norwegian submarine detection system was reportedly disabled,
presumably by Russian actors.3?

It is also likely that, in the long term, data from fixed undersea sensors will be complemented by uncrewed
underwater vehicles (UUVs), including wave gliders. After originally being used for mine warfare, UUV tech-
nology is advancing to the point where they can be used for long-range missions. Pressure-tolerant L-ion
batteries can power operations for up to 15 days without the support of a mothership. For missions of this
length, Al is utilised to deal with the complexities of changing tides, currents, topographical disturbances,
pressure changes and weather effects. Al can interpret volumes of data, imitate human intuition and make
decisions on manoeuvrability and respond to failures. This technology is still in the testing phase and it
will likely be some years before it becomes widely available. It is likely that data from UUVs will initially be
available only to advanced actors who may choose to share it with regional partners with less developed
capabilities.



Section 4: Web-based Information-sharing
Platforms

Another significant new technological development is the growing availability of online information-sharing
platforms that allow MDA users around the region to directly access satellite-based sensors and other data
from multiple sources. They are often used by national information fusion centres and maritime enforcement
agencies to develop common operating pictures, generally based on AIS data that is overlaid with satel-
lite-based and other data. The correlation of this data, along with analysis of vessel behaviour, helps users to
identify vessels of interest that may require further investigation.

SeaVision

One of the most prominent web-based platforms used by Indian Ocean countries is the US govern-
ment-sponsored SeaVision platform, operated by the US Department of Transport.

SeaVision is a web-based maritime domain awareness tool that enables users to view, analyse, and share
a broad array of maritime information. It builds on basic AIS data with overlays of satellite data (which may
include SAR, VIIRS and RF), and proprietary vessel data obtained from private and public satellite systems
from the US, Europe and elsewhere. This allows users to identify so-called ‘dark’ vessels that have switched
off or spoofed their AIS devices and build an understanding of the activities of dark vessels.
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Figure 7: Screenshot from SeaVision

The identified strengths of the system include real-time vessel and domain monitoring, maritime analysis
and establishment of a common operating picture. Identified weaknesses include its inability to support
secure direct peer-to-peer communications between users. In other words, all user-generated data and
communications made through the SeaVision system is visible to the US sponsors.

The US has already provided SeaVision with satellite overlays to dozens of partners throughout the world.
The system is now being provided at no cost to a number of Indo-Pacific countries pursuant to the Quad’s
Indo-Pacific MDA (IPMDA) Initiative announced in May 2022. Under the IPMDA, SeaVision is being provided
with satellite data, including HawkEye 360, plus information from Skylight. Because of its commercial origin,
this data is unclassified, allowing the Quad to provide it to a wide range of partners.3?
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The initial geographic focus of the IPMDA was in providing SeaVision together with training to Southeast
Asian and Pacific partners. It is understood that Australia is funding the costs of HawkEye 360 data for
Pacific partners. In July 2024, the Quad Foreign Ministers announced they intended to expand the IPMDA
initiative to the Indian Ocean region, including the early operationalisation of the South Asia program.3*

IORIS

Another prominent platform is the Indo-Pacific Regional Information Sharing (IORIS) platform, which is
provided to Indo-Pacific countries under the European Union-sponsored CRIMARIO Il program. IORIS also
provides basic AIS data with satellite overlays, including the Skylight product. Although there are similarities
between IORIS and SeaVision, there are important differences. CRIMARIO acknowledges the data limitations
of IORIS and promotes the system principally as “a web-based communications tool that provides command
and control functions to plan and coordinate maritime operations with the infusion of very limited satellite
data”.®®

The strengths of the IORIS system lie less in the AlS/satellite-based data provided through the system
(which is somewhat limited) and more in its value as a system for the coordination and communication for
incident management between enforcement and safety agencies in the same country (e.g. navies and fish-
eries enforcement) or between the same agencies in different countries.

The IORIS system allows for the creation of what could be described as secure ‘chat rooms’ (either perma-
nent or ad hoc) between agencies that facilitate coordination in response to particular regions or particular
incidents. These chat rooms allow participants to share user-generated data and intelligence in a secure
manner via the cloud (Microsoft-Azure server in South Africa), without the involvement of the system spon-
sor. In essence, the IORIS system allows self-selecting participants to create their own, shared, common
operating picture including their own data in a way that is particularly useful for facilitating coordinated
responses between countries.

Figure 8: Screenshot from IORIS. (Source: CRIMARIO II)

The IORIS system is made available to low- and middle-income Indian Ocean countries at no charge, although
high-income countries are required to pay moderate fees. The UN Office of Drugs and Crime (UNODC) plays
an important role in facilitating IORIS access and training for maritime law enforcement agencies through-
out the Indian Ocean region. CRIMARIO Il has a policy of trying to make the system self-supporting through
regional groupings that govern the use of the system in their areas.



Although some might initially see SeaVision and IORIS as competing platforms promoted by the US and
Europe, that is not necessarily the case. In practice, most Indian Ocean countries tend to use both systems,
but for somewhat different purposes. IORIS is used principally as a communication tool, while SeaVision is
used for surveillance and data analysis.

It would be of significant benefit to MDA users in the Indian Ocean and elsewhere if the US, the EU, India and
others could overcome bureaucratic barriers to make the regional/national systems interoperable. CRIMA-
RIO Il has also developed a system called ‘SHARE.IT’ that would facilitate linking different information
exchange platforms, including but not limited to IORIS and SeaVision, to facilitate the exchange of informa-
tion and data in a structured and secure manner.

The sponsors of IORIS and SeaVision have developed a so-called ‘non-paper’ that emphasises the comple-
mentarity of the two systems (the non-paper is set out in Appendix 2). Nevertheless, countries such as India
and Australia have refused to use the IORIS system for reasons that may be more political than practical.
Australian representatives attended the last SHARE.IT conference in Bangkok co-organised with UNODC

and relevant Australian agencies are understood to be following concept’s development.

Other web-based products and platforms

These major state-sponsored platforms are also being supplemented by many other web-based maritime
information and intelligence products, including many provided by NGOs and private companies, some of
which are described below.

There are many companies providing satellite imagery on a commercial basis, often at considerable cost.
These include Planet, Maxar, ICEYE and Unseen Labs. One prominent commercial provider is HawkEye
360, which offers a range of MDA products, including satellite-based radio frequency data to help iden-
tify so-called dark vessels. Figure 9 shows the potential value of HawkEye 360 RF data by showing the
differences between AlS-reported locations and X-band marine radar geolocations in the South China Sea.
HawkEye 360 products are provided to SeaVision users in various access levels as part of the Indo-Pacific
MDA Initiative, although it is constrained by the costs Hawkeye 360 charges.

Representative Example of Multiple Passes HawkEye 360
AlS Reported Vessel Locations . X-Band Marine Radar Geolocations

SOUTH CHINA SEA

Figure 9: Differences between AlS-reported locations and X-band marine radar geolocations in the South China Sea, as detected by
HawkEye 360 (Source: HawkEye 360)
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Another popular product is Skylight, provided to users at no cost by the Allen Foundation, an NGO funded
by the estate of Microsoft co-founder Paul Allen. Originally established to monitor and prevent IUU fishing,
Skylight uses data from multiple free sources. These include AIS and the European Sentinel 1 and 2, and
Night Lights satellites. Skylight also acquires data from its commercial partners Spire and Maxar. Together,
these provide a combination of actual positional data and information obtained from optical, SAR and RF
sensors. Skylight then applies Al algorithms through this enormous amount of data before producing oper-
ational intelligence on dark vessels and dark rendezvous, sometimes within minutes, facilitating real-time
operations. While the original intent of Skylight was the prevention of IUU fishing, it now has proved to be an
extremely useful tool that can be used for all aspects of MDA at a cheap price.
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Figure 10: Screenshot from Skylight analysing a possible transshipment between two AIS transmitting vessels. In this case, Skylight
shows a correlated vessel between AIS signal and a satellite image (SAR) of the vessel Deep Explorer. (Source: Spire.com)

Global Fishing Watch (GFW) is another NGO that has made considerable advancements with its MDA capa-
bility. GFW works as part of the Joint Analytical Cell with other NGO partners such as TM-Tracking,3¢ the
International Monitoring, Control and Surveillance Network,%” Skylight and c4ads.®® Like the Skylight plat-
form, GFW compiles data from several sources including AIS and satellite sources, as well as Google Earth.
GFW also has access to VMS data from several countries that have made this data available to the GFW
map - a major addition given the large number of fishing vessels that may transmit on VMS but not AIS.
Additionally, GFW synthesises data from 30 public vessel registries each month to develop a comprehensive
database of known vessel information, including identity — ship name, call sign, IMO number, size, length,
tonnage, engine power, authorisation status and ownership. Algorithms and machine-learning models are
then applied to this data to monitor the activities of fishing vessels at sea.

Indian Ocean countries may also have access to state-sponsored platforms other than from the US and EU.
This includes the Canadian Dark Vessel Detection (DVD) Program, which has recently been used prominently
by the Philippines in the South China Sea. This was developed by the Canadian Government, principally for
the detection of illegal fishers using satellite data, including RF, SAR and base geo-spectrum imagery.



Several companies also offer what might be described as ‘maritime intelligence’ products. These include
Windward, a ‘predictive intelligence company’ with ties to Israel and the UK, which specialises in providing
intelligence to the commercial shipping industry on subjects such as the behaviour of commercial vessels,
vessel safety, logistics and sanctions.®® Windward claims that its Al model continuously trains on a data-
base of hundreds of historical records of vessels engaged in criminal activities. According to Windward, this
means that unique behavioural events, like drifting speed, ship-to-ship (STS) meetings, first-time visits, and
location tampering, are all evaluated in the context of their security risk.

Another commercial maritime intelligence provider is Starboard, a New Zealand-based company that
specialises in biosecurity and fisheries surveillance.*® Starboard takes AlS data on fishing vessels together
with satellite sensing (optical, RF and SAR) and assesses vessel behaviour. Starboard also applies a bespoke
risk model to the vessel based on its history, port visits and any history of anomalous vessel movements.
Although both Windward and Starboard provide intelligence on a fee-for-service basis, they also make
certain products available to selected clients on a free or discounted basis.

Several maritime security companies also conduct data analysis, including Ambrey and Risk Intelligence.
The data is used to inform risk decisions ahead of possibly providing maritime security teams on board ships.
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Figure 11: Screenshot from Starboard showing analysis of fishing activity. (Source: Starboard.co.nz)

Collectively, these platforms and products have the potential to provide MDA users with a virtual firehose
of data and intelligence. However, smaller and less developed countries in the Indian Ocean may struggle to
take full advantage for several reasons, including cost, lack of appropriate analytical skills and the disaggre-
gated nature of these platforms and products.
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Section 5: The future of MDA information-
and intelligence-sharing arrangements in
the Indian Ocean

This section considers what these developments mean for the future shape of maritime information- and
intelligence-sharing arrangements in the Indian Ocean and elsewhere in the Indo-Pacific.

Implications for MDA users

A new information-rich environment in the Indian Ocean will have significant implications for users of mari-
time information and intelligence, giving them more options than ever before.

Diversity of information sources: For one thing, MDA users will have much greater access to information
from a wide range of potentially diverse sources. This would facilitate cross-checking of data provided by
different partner countries and commercial providers, reducing concerns about relying on information from
a single source. The growing ability to cross-check data could actually enhance trust in information supplied
by larger partners.

Increased reliance on open-source information: There will likely be increased reliance on open-source infor-
mation, including from private companies and NGOs as well as state-sponsored platforms such as SeaVision
that incorporate private data sources. The virtual monopoly that government agencies (particularly navies)
have long had in MDA is under significant challenge.

While these new sources of information may still be formally classified as ‘open-sourced’, it should not be
assumed this means that such information is easily available. Indeed, the Cold War era term of ‘open-source’
is increasingly unhelpful in describing how practically available such information actually is. Cyberspace is
increasingly fragmented and commercial information providers, whose capabilities may increasingly match
or exceed those of nation states, may charge fees that are greater than many countries can realistically
afford.#

Nevertheless, it is clear that the proliferation of new ‘open-source’ information will likely lead to a rela-
tively reduced reliance on information from secret sources for the purposes of maritime law enforcement.
A transition from a traditional naval intelligence system to a quasi open-source system will involve many
considerations that still need to be worked through. This is part of a broader challenge of how open-source
intelligence should be integrated into information and intelligence systems.

Lack of secure communications: Many maritime enforcement agencies in the Indian Ocean region use
non-secure computer equipment and communications systems (including WhatsApp), creating informa-
tion security concerns vis-a-vis state-based actors and even organised crime groups. But the challenge of
creating a region-wide secure communications system is great. Should it be simply assumed that maritime
information shared by these means is unlikely to be secure? Do we need to accept that information may be
secure only for immediate purposes?

Importance of analytical capabilities: The growing availability of online analytical tools, properly used,
will likely also change the roles of human analysts. Nevertheless, the volume of data will still likely place
significant strain on analytical capabilities of Indian Ocean countries, which are in some cases already very
thin. This means that there needs to be greater focus on building MDA analytical skills among Indian Ocean
partners.

With properly trained analysts, timely maritime intelligence, particularly operational intelligence, may be the
product of, say, a naval lieutenant with a laptop rather than traditional large operations rooms. However, this
in turn may also require greater oversight and verification of analytical outcomes.



Democratisation of information and intelligence: For smaller or less wealthy countries around the Indian
Ocean, the proliferation of alternative information-sharing systems can be an important way of democratis-
ing maritime information and intelligence, meaning that they are less reliant on large countries. Sri Lanka,
for example, is the biggest country user of the privately operated Skylight system. Indeed, web-based plat-
forms could allow such countries to leap-frog the older and expensive ‘bricks and mortar’ systems by giving
users timely access to high-quality operational intelligence at lower cost.

The future of information- and intelligence-sharing may be more federated than hierarchical in nature, giving
smaller or less developed countries more autonomy in decision-making than might otherwise be the case.

Growing pressures on response capabilities: The availability of large amounts of networked maritime infor-
mation and intelligence has the potential to revolutionise MDA, making broad swathes of the ocean observed
spaces for the first time. This, in turn, may place greater pressure on countries to have better response capa-
bilities than they currently have and may be beyond the resources of many smaller or less wealthy countries.
(Indeed, some observers have commented that maritime enforcement agencies in some countries may find
it convenient to not be aware of some activities occurring in their maritime jurisdictions.)

One solution to increased pressures to respond to identified threats may be to enhance regional cooperation
arrangements to respond to identified threats. The ‘federated’ system of threat response being developed at
the Regional Coordination Operations Centre in Seychelles could provide an interesting model for the effec-
tive pooling of response capabilities. The cooperative enforcement system used by the Pacific Islands Forum
Fisheries Agency in Honiara to enforce fisheries management for FFA member states could also provide a
useful model for Indian Ocean states.*?

Implications for Australia

Focus on building national capabilities of selected Indian Ocean partners: Australia has strong interests in
seeing Indian Ocean states build their sovereign national capabilities to provide maritime security in their
areas of national jurisdiction and beyond. Australia has been working with Indian Ocean states such as
Bangladesh, Sri Lanka and Maldives to help improve their maritime capabilities, including in MDA, in accor-
dance with their own national needs and priorities. In doing so, Australia has the benefit of generally being
seen as a trusted regional partner.

However, Australia will have only limited resources to invest in these Indian Ocean partnerships, especially
given competing priorities in the Pacific and Southeast Asia. This means that Australia will need to leverage
its own expertise in MDA, as well as working with like-minded partners to provide focused solutions to the
new information-rich environment at low cost.

Evolution of Common Information Platform: As a Quad partner, Australia also has significant interests in the
seeing SeaVision, or a newly developed platform, being adopted as a common and trusted information plat-
form by many Indo Pacific countries. This includes providing significant financial support for Pacific Island
countries to access commercial information through SeaVision.*3

One answer to the cost problem could involve the better integration of open-source products into a common
information platform operated in public-private partnership. The involvement of private companies in such a
platform may provide opportunities to significantly mitigate costs.

SeaVision and IORIS: Australia also has an interest in promoting the use of SeaVision and IORIS by regional
partners as complementary and not competing platforms. Australian agencies such as Australian Border
Force, the Australian Maritime Safety Authority and the Australian Fisheries Management Authority, should
be permitted to use IORIS as a communications platform with relevant Indian Ocean partners if they areina
position to pay for access.



Support for regional groupings: Australia can also provide further diplomatic support for the work of Indian
Ocean regional groupings such as the Indian Ocean Rim Association (in which Australia acts as co-chair
of the Maritime Safety and Security Working Group), Indian Ocean Naval Symposium and BIMSTEC to
promote the value of sovereign national MDA capabilities alongside regional maritime information-sharing
arrangements.

Take the lead in niche MDA areas: Australia could consider taking a leading role in niche MDA areas, which
could include creating information-sharing and response networks with selected Indian Ocean partners.
These could involve the specialist Australian agencies such as Cyber and Infrastructure Security Centre
(Home Affairs) and the Cable Connectivity and Resilience Centre (DFAT). There is also considerable scope
in Australia taking a leading role in organising regional arrangements for environmental monitoring and
response, including oil spill monitoring and response, leveraging the expertise of several Australian agen-
cies in these areas.*

Help build analytical capabilities: As previously noted, the deluge of data is placing significant strain on
human analysts in many Indian Ocean partners, even with the availability of new analytical tools. Australia
could also make a valuable contribution in helping selected Indian Ocean partners build their MDA analytical
capabilities, including training in the use of automated analytical tools.

Consequences for regional information-sharing centres

Need to adapt roles and networking arrangements: Regional information-sharing centres will necessarily
need to adapt to this new information rich environment. In many cases they may find it difficult to compete
directly with online platforms as sources of operational information or intelligence for MDA users unless
they change current practices. The lack of a networked common operating picture and their reliance on
communication through ILOs does not provide an optimal solution for national MDA users looking for real-
time or near real-time operational information. Already the regional fusion centres supply only a small
proportion of the operational information and intelligence used by national maritime authorities, and that
proportion is likely to fall.

Valuable sources of strategic intelligence: Regional information-sharing centres may still play key roles in
the future MDA architecture of the Indian Ocean region. Notwithstanding their future role in providing oper-
ational information and intelligence, they could remain a highly valuable source of strategic intelligence.
That is, they could be a source of historical information used in tracking and understanding broad trends in
regional threats, much like the role played by the Pacific Fusion Centre in Vanuatu.*®

Improved use of International Liaison Officers: The presence of ILOs at regional information-sharing centres
also provides many opportunities that may not have been properly explored. ILOs are seen as conduits of
data to and from partner countries and appear to be under-utilised. The presence of large numbers of ILOs in
Delhi, Singapore, Madagascar and Seychelles is a potentially highly valuable resource, and their roles could
be expanded more towards regional liaison and multilateral response coordination and other roles.

Organising for a new information-rich environment

The growth of a new information-rich environment involving the diversification of information sources and
the development of new non-government platforms will have a profound impact on arrangements for the
sharing of maritime information in the Indian Ocean and elsewhere in the Indo Pacific. There are several
challenges and concerns.



Integrating open-source information: Some may remain suspicious of the proliferation of new open-
source information products, driven by concerns about information security, a wish to promote national
systems, or for other political reasons. There is no doubt that non-governmental information providers —
whether for-profit providers or NGOs — have their own interests and agendas. However, any temptation
to tamper with data may be constrained by the great diversity of information providers and the ability of
users to compare and correlate data from different providers. Indeed, in some cases, smaller countries may
be inclined to place greater trust in publicly available information compared with information supplied to
them by larger countries. This is part of a broader discussion of the role of OSINT in national intelligence
systems.46

Continued importance of human intelligence: There will be no single answer to the challenge of estab-
lishing effective MDA, and users will still need to access information of many different types. The ease of
use and apparent comprehensive nature of information from these new platforms should not, for example,
overshadow the importance of human intelligence, which can be crucial in understanding the behaviour of
maritime actors. Fishers or coastal communities will often have a deep understanding of the patterns of life
of maritime actors that cannot be replicated by technology.*’

Since 2015, the Australian Government has operated an Indigenous Ranger Biosecurity Program involving
a network of indigenous ranger groups across Northern Australia.*® In recent times, there have also been
several instances where Indigenous people have alerted Australian authorities to illegal maritime arrivals
that had not been detected by high-tech surveillance methods.*® Similarly, the network of Coast Observation
Posts around Sri Lanka, operated by the Sri Lanka Navy, provides a unique and highly valuable communica-
tions link between coastal fishing communities and maritime enforcement authorities.

Need for a common open-source information platform: Although the proliferation of new data sources is
generally a positive development, many MDA users already struggle with fusing and analysing different
sources of data provided through different platforms. There is a real need for a single platform that can
be used to effectively aggregate, correlate and analyse different sources of data in accordance with the
requirements of particular MDA users.

Although SeaVision and IORIS are both moving in that direction, they are not currently providing the products
that many MDA users need, and there are questions over whether they can evolve quickly enough.

uld be to seek to develop a common MDA information-sharing mechanism through a multilateral MDA
‘framework’ that brings together larger or advanced countries with developing countries.®® This would
involve the harmonisation of existing regional MDA initiatives and the development of shared norms and
practices. It would also involve a recognition that while more advanced countries may be able to assess large
amounts of data using advanced analysis tools, they might not be able to connect the patterns they find
since they may lack the local shipping awareness that smaller countries might have.

But a multilateral solution to the MDA problem would likely have significant problems. Region-wide multi-
lateral arrangements are not known for their ability to quickly develop innovative solutions, and they can be
easily derailed. China, for example, may not think it is necessarily in its interests that its vessels can be more
easily tracked by maritime law enforcement of smaller neighbours, and may choose to block (directly or indi-
rectly) any multilateral regional efforts in this area.%'

The Quad IPMDA may provide an alternative avenue for the development of a multilateral-style common
open source information platform. The US-sponsored SeaVision platform, offered by the US as part of the
IPMDA initiative, may provide a useful stopgap platform, but its functionality is limited and its heritage and
system architecture (in which the US has access to all information) creates sensitivities among many MDA
users in Indian Ocean states.
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There may be potential for the Quad partners to evolve SeaVision, or even better, create a new platform,
that is perceived to be more multilateral and transparent in nature. The objective would not be to create a
universal common operating picture that is available to all MDA users, from the tiniest island state to major
powers. The needs of MDA users around the Indian Ocean region are too diverse to demand such a result.

However, a useful — and achievable — objective would be to establish a common open-source informa-
tion platform that allows governmental, commercial and NGO entities to ‘plug and play’ their information
products, allowing MDA users to select from a menu of information products according to their needs and
financial circumstances (including whatever subsidy arrangements they may have access to).

Such a common information platform would aim to provide users with an ‘a la carte’ solution to their MDA
needs and would not seek to provide a universal common operating picture. This would reflect both the
diversity of information sources and the diversity of information needs.

The management arrangements for such a platform would also need to take into account the political/
geostrategic anxieties of many countries in the region, small and large. There may be potential to use a
consortium approach involving civilian government agencies and, perhaps, private companies, that may go
some way towards mitigating these anxieties. The presence of commercial information providers may also
wholly or partly offset the costs of establishing the platform.



Appendix 1 - Glossary

ABOC Australian Border Operations Centre

Al Artificial Intelligence

AlS Automatic Identification System, an automated vessel tracking system mandated by interna-
tional law for certain vessels

COP Common Operating Picture

CRIMARIO Il Critical Maritime Routes Indo-Pacific project, a regional maritime security capability building
program sponsored by the European Union

IFC-IOR Information Fusion Centre-Indian Ocean Region, located in Gurgaon, India, and operated by
the Indian Navy

ILO International Liaison Officer

IMAC Information Management and Operations Centre, operated by the Indian Navy

IPMDA Indo-Pacific Maritime Domain Awareness initiative, an initiative of the Quad partners to
enhance MDA in the Indo Pacific

IORIS Indo-Pacific Regional Information Sharing system, operated by CRIMARIO Il program and
sponsored by the European Union

IRIS Real-time Information Sharing System

ISC Information-Sharing Centre

LRIT Long-Range Identification System, an automated vessel tracking system mandated by inter-
national law for certain vessels

MDA Maritime Domain Awareness

MOC Maritime Operation Centre

OSINT Open-Source Intelligence

RCOC Regional Coordination Operations Centre, located in Seychelles

RF detection

Detection of radar and radio emissions

RMICF Regional Maritime Information Centre, located in Madagascar

SAR Synthetic Aperture Radar, a type of radar that can be used on earth observation satellites to
detect vessels

SeaVision A web-based MDA tool that enables users to view, analyse, and share a broad array of mari-
time information that is sponsored by the US Department of Transport

SHARE-IT Sharing and Enhancing Information and Technology, a framework developed by CRIMARIO I

to link existing information exchange systems

Singapore IFC

Information Fusion Centre, located in Singapore and operated by the Singapore Navy

VIIRS Visible Infrared Imaging Radiometer Suite, used on earth observation satellites to detect light
emissions

VMS Vessel Monitoring System, an automated vessel tracking system mandated by some coun-
tries to track commercial fishing vessels

usv Unmanned Surface Vehicle

uuv Unmanned Underwater Vehicle

ANU National Security College

Maritime Domain Awareness 3.0: The future of information and intelligence-sharing in the Indian Ocean

35



36

Appendix 2 — SeaVision-IORIS Non-Paper

The SeaVision and IORIS Platforms: Complements, Not

Competitors

This non-paper compares and contrasts the major features of the U.S. Department of Transportation’s
SeaVision maritime domain awareness (MDA) platform and EU-funded project CRIMARIO Il Indo-Pacific
Regional Information Sharing (IORIS) platform, highlighting how they can be used in combination. This is
a high-level overview that glosses over nuances and caveats. Prospective users of either platform should
conduct additional research and must consider their contextual particulars. Additional links are included at
bottom to help determine the best approach.

tools, historic tracks, alerts to phone,
chat, and a mobile version

SeaVison IORIS
Overview A web-based maritime domain aware- A web-based communications tool
ness tool that enables users to view, that provides command and control
analyze, and share a broad array of mari- | functions to plan and coordinate mari-
time information time operations with the infusion of
very limited satellite data
Use Case Strengths | Real-time vessel and domain monitor- Coordination and communication for
ing; maritime analysis; establishment of a | incident management through a dedi-
common operating picture (COP) cated COP with collaboration spaces
and document preservation, including
for legal finish
Features Track fusion and visualisation, analytic Message, chat, notifications, VOIP,

file- sharing/archiving, and mapping
functions

User / Collaboration
Space Management

SeaVision Community Managers actively
manage user roles in defined Communi-
ties and Portfolios

Any user is able to create Community
Areas for sustained efforts or for an
ad-hoc basis

Costs to Users /

Availability

None / Available globally to sponsored
government users

None for low and middle-income coun-
tries / Available to all countries in the
Indo-Pacific

Data

Dependent on user Communities / Port-
folios and associated data licenses.
May include AlS, SAR, Radar, VIIRS, RF,
proprietary vessel data, user-provided
Skylight overlay

User-provided. Platform includes base-
line AIS and other limited data sources
for coordination of specific operations
(not 24/7). Users may add any other
data. Skylight overlay

User-Provided Data
Protection

Data is only shared with others within
agreed-upon designated Portfolios

Only users in Community Areas have
access to information shared, which
excludes CRIMARIO, unless invited for
mentoring purposes




Vignette

A watchstander at a nation’s maritime law enforcement agency operations center monitoring SeaVision
receives an algorithm-generated alert that a tracked vessel may be engaged in fishing activity in a user-de-
fined geographic area, in this case correlating with a no-take marine protected area. The watchstander uses
SeaVision to check the vessel’s track history and determines that the vessel also likely performed a trans-
shipment with another vessel. The watchstander alerts their command, which calls POCs in the Ministry of
Justice and the Ministry of Natural Resources, notifying them that they will begin coordinating a response
via IORIS. The watchfloor uses IORIS to create a Community Area dedicated to the incident, inviting their
inter-governmental partners to it to exchange information and documents about the vessel and to commu-
nicate decisions regarding enforcement actions - permanently preserved for later review by the parties
involved. Decision-makers may then opt to exchange information with neighboring countries using SeaVision
or IORIS.

Additional Information:SeaVision: https://info.seavision.volpe.dot.gov/

IORIS: https://www.crimario.eu/ioris-the-maritime-operational-coordination-communications-platform-
for-the-indo-pacific/


http://www.crimario.eu/ioris-the-maritime-operational-coordination-communications-platform-
http://www.crimario.eu/ioris-the-maritime-operational-coordination-communications-platform-
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