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Foreword

National security is a priority of government, and all
of us are security stakeholders in some way. Yet we
don’t know a lot about how today’s Australians think
about their security.

The ANU National Security College (NSC) is help-
ing fill this gap. Our Community Consultations are a
chance for you to have your say.

Throughout 2025 our consultation teams will visit
each state and territory - covering major cities, plus
a range of regional centres, rural areas and remote
communities. We will convene meetings and seek
written submissions.

Findings will be released in early 2026 and will provide a resource for NSC’s work of supporting
government and parliament through national security awareness and public debate. Your engage-
ment in our consultations can make a difference, helping prepare the nation for the challenges of
today and tomorrow.

In a complex and uncertain world, security risks are many. They can threaten life and freedoms, but
also wellbeing, prosperity, sovereignty, social cohesion, institutions and the environment. Govern-
ments recognise national security as a vital responsibility. Yet what security means, and what to do
about it, is rarely straightforward.

In our consultations, we want to learn what security means to you. We are also interested in finding
out what matters most to you when you think about the nation’s future - and whether these priori-
ties do or don’t connect with security.

This Issues Paper is a conversation starter, to help you think about what you may choose to tell us.
Your views matter.

Submissions should be provided by 30 November 2025. L S E
«100
- | =
More information and submission instructions can be found on the NSC website I.'_:::' ﬁ
(nsc.anu.edu.au/cc). — s
B

Py 222
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Head, ANU National Security College



Introduction

National security is a priority of government,
and all citizens are security stakeholders in
some way. Yet it’s not really clear how today’s
Australians think about their security.

The ANU National Security College (NSC)
is helping to fill that gap, by undertaking
nationwide consultations on Australian atti-
tudes to, and perceptions of, national security.
This first-of-its kind study - our ‘Commu-
nity Consultations’ initiative - will inform a
published report in early 2026, intended as a
resource for governments, parliaments, and
communities. It will also serve as a founda-
tional resource for NSC’s work program.

This consultation process takes place at a
time when community engagement on national
security has never been more essential.

These shared challenges require shared solu-
tions - governments, industry, and society
need to work together. To do that, we need an
inclusive, honest conversation about who we
are as a nation, what interests and values we
want to protect, and what we need to do to
prepare for an uncertain future.

That conversation needs to go beyond
Canberra, and beyond national security
experts.

National security affects all Australians. Secu-
rity risks are many. They can threaten life
and freedoms, but also wellbeing, prosperity,
sovereignty, social cohesion, institutions and
the environment.

Governments recognise national security as a
vital responsibility. Yet what security means,
and what to do about it, is rarely straight-
forward. Steps to bolster security can bring
benefits but also costs to the nation, commu-
nities and individuals. Various decisions and
behaviours - what we and our representa-
tives do and say - can strengthen security or
weaken it. Public opinion creates the ‘social
licence’ for the choices and trade-offs that
governments must ultimately make. And
not everything about security is a matter
for government alone. An enormous part
of Australia’s overall capability - including
workforce, knowledge and infrastructure - is
located outside government.

Understanding the diverse perspectives of
Australians can help governments and other
institutions make better informed choices,
and engage the public better along the way.
Identifying areas of similarity and difference
in Australians’ anxieties and aspirations can
help governments understand how to build,
and sustain, support for the hard decisions
they need to take. Identifying how people and
communities think about their own roles or
responsibilities will help ensure our nation is
prepared for shocks, and that it can withstand
them when they occur.


https://nsc.anu.edu.au/

About the Community Consulta-
tions initiative

The purpose of the Community Consultations
initiative is to enable Australians to share their
views on national security and help decision
makers make better informed policy choices.
Beyond government, it will help a wide range
of institutions - including parliament and
industry - as they work to support a secure
future for our nation.

The key goals of the initiative are outlined
below.

Broaden public engagement with, and
knowledge of, national security issues.
The consultations offer a unique opportu-
nity for the exchange of ideas, information
and community input into national security
thinking.

Provide an independent assessment of
Australian attitudes towards, and percep-
tions of, national security, including:

security challenges and opportunities
for Australia now, and in the future

the values and interests that shape
Australians’ ideas about security

the causes of vulnerability - or resil-
ience - to national security threats

the priorities for governments, now and
in the future; and

the respective roles and responsibil-
ities of governments, industry and
society.

We are seeking views on

Identify how these attitudes are formed.
We will, for example, investigate whether
there are place-based or other factors that
affect the way people think about their
own security and that of the nation.

Support national security policymak-
ing through sharing research findings
with decision makers. This may include
identifying specific policy challenges,
recommendations or ideas.

Identify research needs and gaps, includ-
ing specific policy areas where more
focused research is needed in the future.

Our approach builds on a foundation of nation-
ally representative survey research, conducted
through the highly reputable Social Research
Centre at The Australian National University
(ANU). The project has ethics approval through
a rigorous university process. It is delivered by
a team of NSC staff, and overseen by a panel
of distinguished Australians. The consultations
are the College’s own initiative; the project is
independent of government, developed and
delivered under the academic freedom of our
Charter.

Our consultations will inform a report in early
2026, intended as a resource for governments,
parliaments, and communities. It will also
serve as a foundational resource for NSC's
work program, including a conference in 2026
to support national debate.

Australia’s national security challenges and opportunities.

Principles and goals that underpin Australia’s national security policy.

National security priorities for Australia in the next decade.

A future whole-of-nation approach to national security.



About the ANU National Security
College: who are we?

NSC is a joint initiative of the Austra-
lian Government and ANU. Now in its 15th
year, NSC is a trusted provider of educa-
tion and research. We also serve as a unique
meeting place for government, parlia-
mentarians, academia, industry and the
community to explore how Australia can best
meet its security challenges. We bridge disci-
plines, professions and viewpoints, and are
strictly apolitical. NSC’s Charter mandates it
to work independently in Australia’s national
interest to deepen awareness and debate on
national security.

Why this Issues Paper?

The purpose of this Issues Paper is to encour-
age Australians to think about what matters
to them when it comes to national security. It
also sets out key issues currently shaping the
security debate in our country. We encourage
you to engage with our consultations initiative
- whether by providing a written submission or
meeting one of our research teams. This paper
may help you in thinking about what you may
choose to share with us.

The paper is not meant to tell readers what
to think. You may consider that some of the
judgements in this paper are wrong, or find
that it fails to address something that matters
to you when you think about security. If so,
please tell us. The point of this document is to
begin a conversation.

If you decide to provide us with a written
submission, you may find this paper useful in
framing what you say. Of course, your submis-
sion may also go beyond the issues raised in
the discussion paper, but we encourage you
to refer to at least some of the key questions

raised in these pages.

How to have your say: sending us
a submission

We welcome submissions from individuals,
groups of individuals, or institutions large and
small. Submissions will have most impact if they
are relatively brief, preferably no more than four

pages.

Submissions should be provided by 30 Novem-
ber 2025.

More information and submission instructions can
be found on the NSC website (nsc.anu.edu.au/cc).
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To some Australians, national security means
the physical protection of our sovereign terri-
tory, especially using capabilities for defence,
intelligence and border protection.

To others, it includes protection from broader
challenges like disasters, cyber-attacks, or
climate change. Still others see security as
linked to economic, democratic and social
resilience - a necessary foundation for main-
taining a well-functioning society in which
citizens can be confident that normal life can
and will continue.

Our national security can also be seen as
something even larger: a sense of wanting
to protect who we are, and what we value, as
Australians.

There is no permanently agreed definition of
‘national security’. Each elected government
may develop its own definition, and has a polit-
ical mandate to do so. In a democracy such as
ours, what national security means will keep
changing over time.

Yet, at a fundamental level, it is reasonable
to say that national security is about the way
a country protects itself. This first-princi-
ples description unearths an important truth:
national security is inseparable from the
unigue character and identity of the nation
being secured.

Key question

What is (Australian) national
security?

So instead of asking ‘what is national secu-
rity?’ a better question might be ‘what is
Australian national security?’

Insight can be drawn from the very origins of
the word security - in Latin ‘securitas’ literally
means ‘freedom from care’. There is a better
translation Australians will recognise: ‘no
worries’.

One way to think about security is as a state
of mind that helps us handle anxieties by
engaging confidently with risk. It requires
strength and vigilance, and it requires phys-
ical protection. But it also involves a mindset
about risk-management, rather than a pursuit
of absolute safety or control at any cost.

Security may be a leading priority of
government, but it is not the only one. For
government, making good decisions about
security involves understanding how those
decisions affect other things citizens value,
such as prosperity, wellbeing or personal
freedoms.

This is one reason why the way that govern-
ments and experts think about security has
been changing in recent years, towards look-
ing for ways in which security, prosperity and
social cohesion can reinforce each other in
building a resilient nation: an Australia that can
withstand many kinds of shock.

What does Australia’s national security mean to you?

ANU National Security College

Thinking about our national security: Community Consultations on Australian attitudes to security



Australia’s national security
policy settings

Successive Australian governments have
stated that national security is the ‘most
important responsibility of government’, and
in doing so have referred to the protection of
Australia’s sovereign territory, our institutions,
our freedom to choose our future in the world,
and the safety of Australians. Although they
have differed in their framing, our country’s
security policies have been bipartisan on most
key issues.

Over time, Australia’s national security policies
have become broader, more multi-dimen-
sional, and more focused on the linkages
between international and domestic security.
For example, earlier this century, Australia’s
post-9/11 focus on terrorism and border integ-
rity expanded to recognise the need for more
comprehensive, integrated policies capable of
dealing with a more dangerous global environ-
ment as well as emerging cross-border threats
like cyber intrusions and foreign interference.

Australia’s first - and only - formal national
security strategy, published in 2013, reflected
this holistic approach. It called for a more
‘joined-up’ security community capable of
dealing with a more complex risk landscape.
Indeed, the institution behind the present
project, the NSC, was set up in 2010 precisely
to use education to help shape a cohesive
‘national security community’ out of the many
departments, agencies and services dedicated
to addressing different problems.

Over the last decade, the strategic dimen-
sion of security - the way that nations use
military force and other forms of power - has
become much more prominent in our Indo-Pa-
cific region and globally. This concern relates
in large part to the ways the People’s Repub-
lic of China has assertively deployed its power
and influence to pursue dominance in Austra-
lia’s region, but also to the resurgence of major
armed conflict, notably Russia’s war of aggres-
sion against Ukraine.

At the same time, national security has been
embedded in a wide range of policies. In
Australia, the 2019-20 bushfires and the
COVID-19 pandemic strengthened recognition
of the need for cross-jurisdictional, integrated
responses to compounding crises. Govern-
ments increasingly began to position security
in broader narratives of economic resilience
and protecting the ‘Australian way of life’.
Climate change is now seen as a national secu-
rity threat multiplier: in 2022, the Minister for
Climate Change joined the National Security
Committee of Cabinet - the body that consid-
ers Australia’s highest priority, highest risk
national security issues.

These trends have driven efforts to create
more coordinated, holistic policies and
programs to address strategic challenges.
Australia’s 2024 National Defence Strategy
recognises this in its concept of ‘National
Defence’, which is aimed at harnessing
all aspects of national power to achieve a
whole-of-government and even whole-of-na-
tion approach to defending Australia and
advancing the nation’s interests. In parallel,
Australian foreign policy now stresses the
need to use all instruments of ‘statecraft’,
including diplomacy, development assistance,
economics, cultural influence, intelligence and
military capability.

Many areas of domestic policy now have
a national security overlay - from election
management to emergency preparedness,
infrastructure protection, transport, energy,
water and health. A growing body of work on
national resilience, preparedness and nation
building focuses on coordinated national crisis
management and civil preparedness to deal
with a spectrum of hazards and threats.

The shift is perhaps most evident in increased
attention to economic security, which has seen
adoption of policies such as foreign invest-
ment screening and now includes industry
policy involving national security concerns.
Treasury’s Future Made in Australia: National
Interest Framework seeks to balance national
security and economic prosperity.



The world around us is undergoing profound
change - becoming more complex, contested
and unpredictable. Deeply interconnected
global systems that have underpinned Austra-
lia’s security, prosperity and cohesion are
unstable, with some deteriorating at speed.
We are seeing frequent crises and shocks
that have instant repercussions for Australia’s
security, even when they originate far from our
shores.

Global trends

Long-term global structural changes are
compounding and complicating these disrup-
tions. These so-called ‘megatrends’ have
the potential to irreversibly change the way
humans live and organise societies, although
there may be differing views as to which
megatrends matter most, or how they will
interact.

These megatrends include:

damage to the ‘rules-based global order’:
this is well underway. Some say a rules-
based order is already destroyed. At the
very least, the widely accepted framework
of rules, norms and international law that
has served Australia well for decades is
under grave pressure. Geopolitical power
relations are shifting. Some powerful
countries - not only autocratic China and
Russia but now also the United States
under the second Trump Administration
- question whether the existing order
serves their interests, or even challenge it
outright

increasing connectivity: money, goods,
information and people now flow at a
speed and scale not seen before, and
interact with increasing complexity. A
connected world brings convenience but
also vulnerability. For example, in cyber
security, the ‘border’ is everywhere, and
often breached

ANU National Security College

Challenges and opportunities

advances in emerging technologies -
like artificial intelligence (Al), quantum
computing and biotechnology - are gath-
ering pace and will profoundly change the
way we live and work, with the potential to
bring great disruption as well as benefits

economic upheaval is influencing great
power competition, inequality and funda-
mental restructuring of economies

demographic changes are becoming
highly uneven across different parts of
the world, with young and growing popu-
lations in some regions and rapidly ageing
populations in others. Ageing populations
will put pressure on public resources and
prospects for economic growth, while
migration remains a sensitive political
issue

climate change continues to act as a
threat multiplier, exacerbating existing
security issues, and creating new chal-
lenges. The impacts of climate change
bring their own harmful consequences for
population and the natural environment,
while also intersecting with the rivalry of
nations, for instance, in seeking access to
resources and technological advantage,
or in using development assistance to
compete for influence

non-state actors are growing in influence,
some as tools of state power. Non-state
actors vary widely, from terrorist and
criminal organisations to private security
companies, technology giants and other
multinational corporations, through to the
whole range of non-government organ-
isations. A small number of individuals
can exert extraordinary influence through
wealth, technology and networks.

Thinking about our national security: Community Consultations on Australian attitudes to security
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politics and societies are under strain
with authoritarianism on the rise, and
democracy on the defensive. Across many
countries, we have seen societal discon-
tent, political polarisation, disinformation,
and reduction of trust in government and
other institutions.

violent conflict is increasing, after a long
period of decline. Active conflicts are at
the highest level in decades and interstate
war is re-emerging, as we have seen with
Russia’s invasion of Ukraine. There is a real
prospect of simultaneous security crises
in multiple regions - including Europe, the
Middle East and the Indo-Pacific region
where Australia is situated. In recent

N

e
.

Key questions

*  What changes in the world concern you most?

*  How do these affect Australia?

years, concerns have risen over possi-
ble war or crises in our region, such as a
Chinese assault on Taiwan or an escalation
in the South China Sea. And in a globalised
world, even limited conflicts may not be
confined by geography

uneven and uncertain human devel-
opment gains. A two-decade trend of
narrowing inequalities between wealthy
and poor nations has reversed. A global
trend of improved human development
went backwards during the COVID-19
pandemic in 2020 and 2021, and recovery
has been slow.

*  What are our security vulnerabilities, and what are our strengths?



Strengths

In the face of such challenges, it's easy to
forget the strengths that have helped Austra-
lia live with, prepare for and respond to
security challenges.

The nation has substantial security capa-
bilities. These include the Australian
Defence Force (ADF), but also intelligence
services, police, the Australian Border
Force and other security-related agencies.
Our military has sought to use techno-
logical advantages to offset its relatively
small numbers of personnel and the vast
distances where it needs to operate. Our
diplomacy and development assistance
are active in seeking to shape a region and
an international system that suits interests
and values.

As an island continent, Australia has long
had advantages of distance and a maritime
barrier. Unlike most countries, we have no
land borders to manage. We benefit from
open access to oceans and seas, highways
for trade, communication and naval power.

* We have allies and partners. Alliances
involve some form of treaty commitment
to support each other when threatened.
Strategic partnerships may involve deep
cooperation, but often without a treaty
obligation. Australia has longstanding
alliances with the United States and New
Zealand, and partnerships with many
other nations, including close ties with the
United Kingdom and Japan and growing
links with others such as India and Indo-
nesia. The AUKUS technology-sharing
arrangement with the United States and
the United Kingdom is aimed at increas-
ing Australia’s military capability through
nuclear-powered submarines and other
advanced technologies. Five Eyes, the
world’s most effective intelligence-shar-
ing agreement, involves these nations plus
Canada and New Zealand as our closest
intelligence partners. Australia’s goals in
the US alliance, since its establishment in
1951, have included gaining the protection

Key questions

of that nation’s massive military capabil-
ities, as well as technology, intelligence
and influence.

We have strong economic foundations
including abundant mineral and energy
resources, an educated workforce, and
a reputation as a rule-abiding trade and
investment partner. We produce much
more food than we consume.

And we are further strengthened by our
political stability, strong governance,
robust democratic system and commit-
ment to the rule of law. Our country has
some of the world’s most credible, peace-
ful and respected democratic processes,
underpinned by institutions and systems
that discourage extremism. Australia has
one of the world’s largest bodies of law
relating to national security: defining the
powers of agencies and making them

accountable.

Australia’s stable and multicultural
society can bring significant strengths,
underpinning community cohesion and
the economic and other benefits that
stem from a diverse, skilled and growing
population.

=N

What are Australia’s strengths in protecting itself?

What’s missing?

ANU National Security College

Thinking about our national security: Community Consultations on Australian attitudes to security
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Vulnerabilities

At the same time, Australia is becoming
more vulnerable to security risks. All the
global trends identified earlier have poten-
tial to harm Australia. Ours is a nation that
has benefited enormously from its links to
the world. Whether in trade and financial
systems, telecommunications and supply
chains, society and natural environment, or a
rules-based system of cooperation and coexis-
tence: Australia is deeply connected to global
networks and events. In a highly connected
era, those links can also be vectors for shocks
and hazards. Our own circumstances bring
particular vulnerabilities too.

The military balance in our region is
changing, especially with the rapid growth
and reach of Chinese military power. In
2023, the government’s independent
Defence Strategic Review found that the
Australian Defence Force was ‘not fully
fit for purpose’. Government has indi-
cated that urgent changes are needed to
transform Australia’s military capability
to meet present and future challenges,
especially the nation’s declared defence
strategy, which seeks to deter any actions
that could lead to conflict, military coer-
cion or direct action against Australia or
our interests. That review also stated that
the nation could no longer count on long
‘warning time’ to prepare for a future war.

Geography does not protect us like it
once did. The government’s 2024 National
Defence Strategy warned that technol-
ogy had overturned Australia’s geographic
advantage, referring to new long-range
missiles, space and cyber-attacks, disin-
formation, supply-chain disruptions and
the erosion of global rules and norms.
In early 2025, a task group of Chinese
warships circumnavigated Australia and
conducted live-fire exercises, reflecting
how far the People’s Liberation Army Navy
can now reach.

Concerns are rising that alliances and
partnerships cannot be counted on.
Australian and American governments
have long expressed great confidence in
the alliance. However, Australia has seen
the shocks experienced by US allies in
Europe and Canada. European confidence
in the United States has fallen, and many
European nations are increasing their own

defence spending and accelerating their
preparedness for crisis. A country that
does more for itself through some level of
military ‘self-reliance’ also stands a better
chance of being treated seriously by allies.

In Australia, it is easy to take peace and
security for granted. Apart from those
Australians who have served in war over-
seas, or have come here to escape conflict,
most of us have only known perpetual
peace. That makes us enormously fortu-
nate. But it also may make us complacent,
less able to tell when peace is imperilled.
For many of us, it is hard to imagine the
kind of security risks faced in many other
parts of the world. And there are other
matters to focus on, such as the good
things in the Australian way of life, or clear
concerns such as the cost of living and the
impacts of climate change.

With a vast geography and popula-
tion centres far apart, the delivery,
maintenance and protection of
critical infrastructure is difficult - both
in sparsely populated remote areas and
densely populated urban areas.

Despite our vast resources, our energy
sector carries particular risk, includ-
ing ageing infrastructure, vulnerability
to cyber sabotage, and dependence on
imported liquid transport fuels. The scale
of Australia’s geography and the conten-
tious politics of the energy transition have
also posed distinct challenges.

Risks to our economic growth have
many flow-on effects that also connect
with security, including social discon-
tent, reduced influence in the world, and
less capacity for defence spending. Key
risks include the vulnerability of our open,
trade-exposed economy to a world in
which large trading nations are becoming
more protectionist. Declining productivity
also locks the economy into lower growth.

We have a relatively small industrial
capacity, with limited domestic produc-
tion capabilities in key industries such as
defence, pharmaceuticals and high-tech
manufacturing.

Our information connectivity relies on
global satellites and undersea cables,
along with a small number of communica-
tion platforms owned and controlled from
beyond our borders.



Reliance on complex global supply chains
for critical products and services leaves
Australia vulnerable to global disruptions
caused by geopolitical tensions, trade
wars, or global crises.

Our capacity for research and innovation
in new security-related technologies has
vulnerabilities including foreign espionage
efforts on the one hand and the limits of
funding, or other incentives, from our
government and trusted partners.

Trust and social cohesion are under
stress. Levels of trust in government,
institutions and facts have been declin-
ing, albeit not as acutely as in much of
the world. In recent years we have seen
tensions within Australian society aris-
ing from conflict in the Middle East.
While the governments successfully
brought the nation through the COVID-19
pandemic, there was also a rise in social
tensions and conspiracy theories. Future
conflict in other parts of the world could
have impacts within Australia’s diverse
community. Other potential fault lines
exist along intergenerational, economic
and geographic divides, which could be
inflamed by concerns about inequality.

Key question

Foreign interference poses a special chal-
lenge to Australia’s open and multicultural
society. Australian governments have been
concerned to ensure that all Australians,
no matter what their heritage, are equally
protected from intimidation or espionage
by foreign governments.

Terrorism, radicalisation, extremism and
political violence are enduring threats,
alongside foreign interference. In August
2024, Director-General of Security (the
chief of ASIO) Mike Burgess raised the
national terrorism threat level to probable.
This means that the intelligence agen-
cies assessed a greater than 50 per cent
chance of an attack or attack planning on
Australian territory in a 12-month period.
Many terrorist plots have been detected
and prevented by Australian security agen-
cies over the years. Terrorism threatens
not only lives but also trust and cohesion
within society.

* In thinking about Australia’s security, what risks or vulnerabilities concern you the

most?

ANU National Security College

Thinking about our national security: Community Consultations on Australian attitudes to security



14

Australia’s national interests are extensive,
and larger than our capacity to protect them
on our own. Therefore, a key goal in national
security policymaking must be to priori-
tise what it is that we most want to protect.
This section examines some principles worth
considering when setting goals and priorities
for Australia’s security.

Interests, values, identity: what
do we want to protect?

A starting point in thinking about a nation’s
security choices is to consider the interests
and values being protected or advanced.
Australian national interests include:

maintaining territorial sovereignty and
rights, including in territorial waters,
exclusive economic zones and offshore
territories, including the Australian Antarc-
tic Territory

preserving independence of national
decision-making

the safety of the population, including
from criminal violence and terrorism

preserving stability among nations in our
Indo-Pacific region

stable development in Papua New Guinea
and our other Pacific neighbours

balancing economic and security relation-
ships, most notably our trading relations
with China and our US alliance (although
the United States is a major economic
partner too)

Principles and goals

maintaining our lifelines to the world: flows
of resources, energy, trade, investment,
information, technology and people

maintaining the conditions for prosperity,
especially international trade

promoting a rules-based international
order that protects and advances the inter-
ests of middle powers like Australia

securing critical supply chains and
resources

countering foreign interference
protecting our democratic institutions
advancing intergenerational wellbeing

building resilience against the impacts of
climate change

protecting Australia’s agriculture, unique
ecosystems and biodiversity.

Some may say that maintaining our alliances
and other international partnerships should be
listed as a national interest too, although these
may be considered instruments to securing our
interests, rather than interests in themselves.

Governments often speak of protecting our
national values or way of life as another of the
purposes of security. Addressing NSC’s inau-
gural Securing our Future conference in 2024,
Foreign Minister Penny Wong emphasised that
national security policy is shaped not only by
Australia’s interests, but also by the way those
intersect with values and identity:



Most Australians would recognise those aspi-
rations, even if different people or groups
might emphasise different aspects or interpre-
tations of them. Here is a more extensive list of
values to consider:

democracy
equality before the law

individual rights and freedoms, such as
privacy, freedom of expression, freedom
of religion and conscience

social equity
intergenerational equity

egalitarianism and a “fair go” - the belief
in equality of opportunity

economic rights of property and enterprise
multiculturalism and respect for diversity
social cohesion and mutual respect
Indigenous reconciliation and recognition

environmental stewardship.
How much security is ‘enough’?

Another consideration is how much security
is ‘enough’. No government can ever achieve
absolute security in a world of constantly shift-
ing risks and of extensive national interests
that will always outweigh our limited resources
and capabilities.

The problem in making security policy is not
how to achieve an absolute - the strongest
cage, the highest wall, the most powerful
weapon - but rather in determining how much
security is enough.

It is about managing risk, and being informed
enough - including through intelligence - to
make confident judgments about doing so.
That involves questions of how to adjust secu-
rity policies to an everchanging horizon of risk,
and how to reconcile the tensions or mediate
the trade-offs with other vital goals.

Other public goods

There is extensive debate on how - or whether
- we can integrate security with other
dimensions of our national interest, such as
prosperity, cohesion, democratic freedoms,
transparency and sustainability. Much of this
debate centres on whether the laws, policies,
and programs aimed at strengthening national
security involves trade-offs with these other
objectives, or whether their goals are mutually
reinforcing and complementary.

Tensions and trade-offs can arise in several
ways.

First, policymakers must decide where
to direct limited funding, skills and other
resources. It can be argued that investing
heavily in defence can divert resources
from other public needs, such as health-
care, infrastructure development or
education. Or resources allocated to
national security might reduce funding
available for community programs that
contribute in other ways to safety and
quality of life, such as education or mental
health services.

Second, national security approaches
may have unintended side-effects. For
example, heavy police presence aimed
at improving security may generate anxi-
eties or resentment. The deployment of
military force overseas may be intended
for security and reassurance, but the full
consequences may end up proving coun-
terproductive. A reliance on the military for
non-military tasks at home - such as disas-
ter relief - may detract from its primary
purpose of being ready for conflict.

Third, there may be tensions between
security and other public goods like
economic prosperity, privacy or free-
dom of speech. On the economic front,
the concern is about not unduly hinder-
ing the competitiveness of our economy
by imposing national security restrictions
or policies - such as policies to expand
sovereign industrial capabilities, foreign
investment screening, trade restrictions,
or controls on research and development.
Intelligence or policing powers may have
implications for privacy. The protection of
classified information may clash with the
media freedoms that are a feature of our
democracy. Freedom of expression may be
limited by concerns about hate speech and
risks to social cohesion.



16

Sometimes, instead of tensions there may
be interconnections and synergies between
national security and other objectives.

A productive economy is essential to ensure
a nation can afford security capabilities. And
security measures can underpin the long-run
health of an economy, for instance through
improving resilience in infrastructure and
supply chains.

Cyber security is not about security for its
own sake, but protecting institutions and data
essential to social functioning and economic
success.

Governments often say that defence industry
can generate jobs and innovation. Investment
in education can be essential for the skills of a
future workforce in security, as in other fields.

And the relationship between democracy
and security can be seen as a virtuous circle.
National security helps ensure freedom
from foreign interference in elections and
other political processes, while democratic
processes and political accountability help

ensure national security.

Key questions

*  What do you consider to be Australia’s most important national interest?

° Do values and national identity matter to your idea of security?

* What aspects of Australia’s way of life should we strive to protect?

°*  How do we safeguard our national security without undermining the way of life we are

trying to protect?



This section explores some themes in the
current Australian policy debate on national
security: defence capabilities, national resil-
ience and preparedness, economic security
(including emerging technologies), democratic
resilience, and social cohesion. It also intro-
duces an intergenerational question - how
does security connect with the wellbeing of
young Australians? These concepts can be
useful building blocks in understanding how to
set security priorities.

Defence capabilities

Military force is typically front of mind when
people think about national security.

Much of Australian security awareness is
understandably focused on defence. In
response to threats and challenges facing the
nation, what is the mission of the ADF? What
are the technologies and other capabilities
needed, and how can they be obtained? How
much spending is required? Does our defence
have the personnel it needs? How much
emphasis to place on national self-reliance?
How much on being able to operate with allies
and partners? These are some of the questions
that drive efforts by government to define
defence decisions, outlined in documents such
as the 2024 National Defence Strategy.

But in a democracy, an effective defence force
cannot operate in isolation from the nation it
serves. It is reasonable to expect that govern-
ment will need to do more to explain how
defence is part of the wider national security
effort. This in turn may benefit from a wider
conversation about what the defence force
is for, and about how others - such as civilian
agencies, states and territories, industry and
the community - may usefully contribute to
the shared protection of the nation.
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Building blocks for future
security

National preparedness and
resilience

These two concepts are very closely related
risk-management approaches that focus on
protecting a nation’s territory, people, systems
and institutions from severe shocks - which
could include military conflict, economic crisis,
cyber-attack, pandemic, natural disasters and
the impacts of climate change. They take a
whole-of-society approach to problem-solv-
ing, and typically involve participation from
governments, industry and the wider commu-
nity. National preparedness and resilience
are intended to ensure that no single threat
can overwhelm the basic functioning of soci-
ety and the state. Preparedness and resilience
help to deter a foreign power or other poten-
tially hostile actors from making an attack or
coercive threat.

Preparedness refers to a nation’s ability to
plan for, and respond effectively to, a wide
range of potential emergencies. It includes
coordinated efforts across government, indus-
try, and communities to develop emergency
plans, pre-arrange roles and responsibilities,
conduct training exercises, and maintain crit-
ical supplies and infrastructure. Preparedness
ensures that institutions, services, and citizens
can act quickly when a crisis occurs, minimis-
ing harm and disruption. It is a proactive and
strategic approach that strengthens national
security by building capacity, reducing vulner-
ability, and enabling a timely and coherent
response to shocks. It may involve material
preparations such as stockpiling, or more insti-
tutional measures such as legislation. Like
resilience, it is also people-centric and based
on community awareness.

Thinking about our national security: Community Consultations on Australian attitudes to security

17



Resilience strengthens security by improving
a nation’s ability to cope with change or shocks
through adapting, withstanding and bouncing
back. Resilient communities and nations are
better able to respond to, and recover from,
severe, complex and compounding crises. The
idea of building resilience involves strength-
ening institutions, mechanisms and capacities
at all levels. This might include ensuring that
military capabilities or critical infrastruc-
ture are able to cope with attacks or shocks,
and societies are able to withstand efforts
to weaken or destabilise them - and perhaps
even emerge stronger.

Economic security

The concept of economic security has
emerged as a cornerstone of national secu-
rity policymaking - and as a way of reconciling
the potential tensions between economic and
security objectives. Economic security debates
focus on how Australia can mitigate current
economic vulnerabilities while also building
economic readiness to deal with future stra-
tegic shocks. What is the best mix of foreign
and domestic policies, and what sectors,
technologies and interventions are needed to
adapt to different shocks while also building
prosperity?

Proponents of economic security point to
the need to build resilience across multi-
ple domains, but particularly in securing and
diversifying critical infrastructure and supply
chains and developing robust domestic indus-
trial capabilities - especially for defence
industries, energy and critical technologies.
The latter would involve Australia investing in
such technologies as quantum computing, arti-
ficial intelligence, advanced manufacturing,
biotechnology and space - the point being to
promote economic competitiveness as well as
security capability.

Ultimately, a nation’s ability to provide for its
security will decline unless it can maintain a
competitive and productive economy, includ-
ing the skills and motivation of its workforce.

Democratic resilience

As global threats to democratic systems inten-
sify, there has been renewed focus on how
Australia can safeguard its democratic insti-
tutions as a vital part of national security. Key
arguments include:

well-functioning democracies feature
peaceful mechanisms for transferring
power and resolving conflicts: when
people trust they can effect change
through voting or via legal processes,
they're less likely to resort to violence,
extremism, or other behaviours that can
undermine security

democratic checks and balances - includ-
ing oversight of security agencies - can
prevent abuses of power

a free media and active civil society can
serve as early warning systems for secu-
rity threats by investigating and exposing
problems before they become crises.
They also help counter disinformation
campaigns that foreign adversaries or
extremists might use to create domestic
discord

democratic institutions foster government
legitimacy and public trust, making soci-
eties more resilient to both internal and
external threats. When citizens believe
their government represents their inter-
ests and respects their rights, they’re more
likely to unite with government to address
security challenges.

Social cohesion

Being part of a cohesive, resilient society is
about wellbeing, respect and dignity; it is
much more than a security issue. Protect-
ing such a society can also be an objective of
security — as well as a source of more secu-
rity. More unified, cohesive societies are
considered more resilient to both internal and
external security threats. Cohesive communi-
ties are likely to be more resistant to extremist
ideologies and disinformation.



There are many proposed ways to promote
social cohesion. They include economic
measures such as tackling wealth inequal-
ity, creating fair access to employment and
education opportunities and investing in
public infrastructure. They also may incorpo-
rate a focus on multiculturalism, for example,
through interfaith dialogue, multilingual media
and other services, or shared spaces for
cultural exchanges. Subnational governments
- states and territories - as well as local coun-
cils have extensive experience supporting
education and community building programs.
And much is done by communities themselves.

Intergenerational security

Security makes little sense if it is not about
the future as well as the present. An emerging
debate is how wellbeing underpins national
security - including across generations. What
would be the point of securing the Australia
of today if it came at the cost of building the
Australia of tomorrow?

On one hand, there may be concerns that too
much emphasis on near-term security can
divert resources and attention from longer
term investments in society, such as educa-
tion, health and the goal of transitioning to a
zero-carbon energy system.

On the other hand, there are arguments that
security and intergenerational wellbeing can
be mutually reinforcing. A population with
reasonable expectations for the future may be
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more resilient, and willing to invest in building
that resilience. A healthy, cohesive and skilled
population in a productive economy is likely to
adapt more successfully to shocks and chal-
lenges like economic crises, environmental
disruptions, technological change or the threat
of conflict.

And a nation that is secure is in a better
position to focus on the long term. Territo-
rial integrity, political stability and sovereign
decision-making are necessary conditions
for a country to make long-term plans, such
as investing in the wellbeing of its people.
At a community level, lower levels of crime,
mistrust and tension create conditions to focus
on the future.

Thinking about our national security: Community Consultations on Australian attitudes to security
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It is easy to talk about the idea of ‘whole-of-
nation’ security. In a democracy, the reality is
complex and challenging, as it should be.

Holistic approaches to national security need
to weave together many different threads,
managing security threats in the military
sphere alongside other concerns such as
cybersecurity, economic security, environmen-
tal resilience and social cohesion.

There may be views that it is not so import-
ant to try to treat all these efforts as part of
a whole because these are separate issues,
based around risks that arise from differ-
ent origins, and requiring distinct specialist
responses. On the other hand, in a world where
the range of risks is large and there is uncer-
tainty about what shocks will strike, there is
an argument to make national security efforts
multi-purpose. And threats can be linked -
for instance a foreign power may coordinate
such instruments as cyber activity, intelli-
gence, disinformation and economic pressure,
whether in support of military force or instead
of it.

Whole-of-nation security works better if
there is a shared understanding of the issues
and the problems. At a minimum, it requires
coordination and information-sharing mech-
anisms - across different types of security
challenges, levels of government, and stake-
holders. The point is to make the whole at least
as great as the sum of its parts, with diverse
capabilities working together.

This section explores who might play a role in
national security, and how different institu-
tions and groups can collaborate.

Integrated statecraft

Geopolitical competition is driving a much
stronger focus by governments, including
Australia’s, on using all elements of national
power to advance and protect national inter-
ests, at home and abroad. This so-called
‘integrated statecraft’ is meant to bring
together military, diplomatic, economic,
development assistance and information capa-
bilities (including intelligence).

A whole-of-nation approach?

It depends on institutional and regulatory
architecture suited to supporting rapid,
coordinated responses to risks while ensur-
ing appropriate oversight and democratic
accountability. It also depends on care-
fully coordinated policy development and
implementation - like creating shared under-
standings of threats and responses, aligning
domestic with international policy, balancing
short-term with future-focused policymaking,
and measuring effectiveness across a wide
range of different policy areas.

It requires aligning multiple channels of inter-
national engagement - across diplomacy,
defence, trade and development - and build-
ing consistent relationships and messaging
with key allies and partners. Resource allo-
cation is challenging, as resources need to
be prioritised across different agencies and
elements of national power.

National security in Australia’s
federated system

In Australia’s federated system of government,
the Commonwealth has principal respon-
sibility for national security. Although the
term ‘national security’ was not widely used
at the time of Federation in 1901, and does
not appear in the Constitution, the Common-
wealth Parliament has power under Section
51 to make laws for ‘the peace, authority
and good government’ of Australia, includ-
ing defence, immigration and external affairs.
Commonwealth governments have often
defined national security as their first prior-
ity and maintain an Australian Defence Force
and many other departments and agencies to
deliver on that mission.

However, some vital areas of national security
implementation extend to the level of states
and territories. For example, state and territory
police forces are the primary law enforce-
ment agencies, handling counter-terrorism
responses and critical infrastructure protec-
tion within their jurisdictions. State emergency
services lead on most disaster responses.
Local governments also have a part to play,
for instance in disaster response, emergency
planning and community safety.



On matters of national significance, state,
territory and local governments typically work
cooperatively with federal agencies like the
Australian Federal Police (AFP), Australian
Security Intelligence Organisation (ASIO), and
the Department of Home Affairs. Many such
efforts are already highly integrated, but there
is debate about what more is needed.

Australia’s experience with the COVID-19
pandemic exposed strains in our multi-level
governance approach to crises - while also
pointing to possible improvements. The
powers that could be exercised by states and
territories - including closing borders - came
as a surprise to many. Coordination of health
security between states/territories and the
Commonwealth was challenging and some-
times caused public confusion. The experience
gave rise to a new intergovernmental forum,
National Cabinet, which has the potential to
play a larger role in future emergencies and
security issues.

Who else has a role in national
security?

An enormous part of Australia’s overall capa-
bility - including workforce, knowledge and
infrastructure - is located outside government:
the private sector and civil society, including
non-government organisations and universi-
ties. In recent years, these sectors have also
been directly affected by security risks. So, it
is not surprising that discussion has developed
about how these sectors could contribute to

national security.

Industry owns, provides or manages much of
the nation’s critical infrastructure, resources,
supply chains, technological solutions and
innovation. It is expected to manage cyber and
other risks in its operations, cooperating with
government and sharing threat information.
Ambitions for the nation’s defence moderni-
sation and greater self-reliance place much
weight on the potential for industry to build or
sustain military capabilities. And private capi-
tal - including superannuation funds - could
be a source of investment in defence or other
areas of national security, such as emerging
technologies that are ‘dual-use’ (with potential
for civilian and military purposes).

Yet there are challenges in engaging the
business sector more closely in defence and
security. Business decision-makers may not be
persuaded by government security priorities,
or may see them as misaligned with commer-

cial or other imperatives - even more so if a
corporation is headquartered outside Australia
or connected with a foreign power. Therefore,
governments typically need to consider a
range of incentives, carrots as well as sticks,
that could range from trusted briefings to
make industry players more aware of secu-
rity issues, through to procurement reform and
legislated obligations.

In making and implementing Austra-
lia’s national security policy, government
represents the community. But in a world of
complex risks and limited national capabilities,
it is becoming unrealistic to think that going
to the ballot box once every three years is the
only way Australian citizens will contribute to
their nation’s security.

Civil society can play key roles in building
community resilience and cohesion, govern-
ment accountability, contributing to public
awareness and education, representing
community views, and supporting emer-
gency preparedness and response. And of
course, civil society, including through univer-
sities, think tanks, and non-government
organisations, generates research, ideas and
contestability on security, as on all other areas
of policy. For universities, this contribution can
go deeper, for instance in research on new
technologies or educating the future security
workforce. The media have a particular role in
scrutinising government and have sometimes
taken a lead in investigating security risks,
such as foreign interference.

A traditional way of thinking about the national
security workforce is to restrict it to the offi-
cials and personnel in the ‘national security
community’ of government agencies, bureau-
cracies and the armed forces: full-time
professionals who have made national security
and public service their vocation.

A more expansive approach might be to
consider how other parts of the commu-
nity can choose - or perhaps be expected
- to contribute to a larger effort of national
preparedness and resilience. Defence reserv-
ists make their own structured part-time
commitment. Police and emergency services
personnel in states and territories are also
potentially part of a wider national capabil-
ity for dealing with security crises and risks.
Australia also has a large volunteer sector that
delivers great benefit to the nation, includ-
ing in disaster response. There are questions
about how this could be optimised better for a
range of security risks.
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Internationally, worsening strategic circum-
stances - such as Russia’s invasion of Ukraine
- have prompted some democratic countries
to strengthen or re-introduce arrangements
for national service. These models vary, in
some cases involving mandatory conscrip-
tion of young men, but in others incorporating
civilian service duty for all citizens to keep the
society and economy functioning during times
of crisis. In Australia, national military service
was abolished in 1972, after the controver-
sial deployment of conscripts in the Vietnam
War, and has since been off-limits in main-
stream political debate. More recently, there
have been frequent proposals for civilian
service, including volunteer schemes for young
Australians to work on projects for disaster
preparedness and response.

Key questions

While national security policy rests with
executive government, there are nonethe-
less substantial roles for parliamentarians.
Parliament makes national security laws. The
Opposition and crossbenchers hold govern-
ment to account, and the committee system
is intended to improve oversight and the qual-
ity of legislation. Questions sometimes arise
about whether there is more parliamentarians
can or should do to support the nation’s secu-
rity. This includes the guestions of whether
they have access to the information they need,
how they should guard against foreign inter-
ference risks, and what role they could play in
informing their constituents and parties about
national security issues as well as reflect-
ing constituent or party views. As with media,
parliamentarians have a privileged place as
communicators in the national security debate.

°  What should a whole-of-nation approach to national security look like?

°*  What roles should government, the private sector and civil society play in national

security?

*  What benefits - or problems - do you see in spreading security responsibility widely in
society?

Prepared by the ANU National Security College
Community Consultations team. This Issues
Paper is intended to encourage written submis-
sions and other engagement with the NSC
Community Consultations initiative, as well

as wider national security debate. It does

not reflect an institutional view of NSC, The
Australian National University or the Australian
Government.

How to have your say:
sending us a submission

Submissions should be provided by 30 Novem-
ber 2025.

T More information and submis-
[=] %‘1@ sion instructions can be found
%.iﬁ* on the NSC website
[=]etra (nsc.anu.edu.au/cc).
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